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BACKGROUND

The Coalition Warrior Interoper-
ability Demonstration (CWID) is

a Chairman of the Joint Chiefs of
Staff annual event that features Interoper-
ability Trials (ITs) focused on selected
core objectives defined by combatant
commanders. I'Ts approved for participa-
tion were required to provide a new capa-
bility or improve on an existing capability
in support of the 2006 objectives.

The demonstration tested and
evaluated technologies and capa-
bilities for exchanging informa-
tion among agencies, services and
this year’s host combatant com-
mander, U.S. European Command

1 || P

: (USEUCOM).
' I CWID 2006 enabled USEU-
. COM, United States Northern

- Command (USNORTHCOM)

and the international community
to investigate command, control,
communications, computers, intel-
ligence, surveillance, and recon-
naissance (C4ISR) solutions that
focused on relevant and timely
objectives for enhancing coali-

L tion interoperability. The coalition
MINN  jperoperability effort sought so-
BN jutions applicable in the operation-
I

al community and that enabled a
standard procedure for information
sharing between coalition partners.

THIS YEAR’S IT CAPABILITIES

Zﬂ_ were examined through a chal-
mmmmm  lenging two part scenario: one

; part for the Combined Task Force
C (CTF) and one part for Homeland
s=ge=  Security and Homeland Defense
zzle=  (HLS/HLD). For the CTF portion,

CWID provided a framework that
facilitated IT participation through

INFORMATION

COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

2006 OBJECTIVES

pablllty through secure scalable
and bandwidth sensitive technol-
ogies, within and between com-
munities of interest (COls) and
information domains of differing
security classifications.

FACOALITION INFORMATION
SHARING: Provide solutions that
improve the Commander’s abil-
ity to share information within a
multi-lingual coalition that is se-
cure, scalable and bandwidth
sensitive. Included in this objec-
tive are improvements to lan-
guage translation tools that pro-
vide grammatically correct, mili-
tarily appropriate context, multi-
language translations to support
verbal and textual collaboration
within and between disparate in-
formation domains.

[N INTEGRATED LOGISTICS:
Provide solutions for responsive,
effective logistics within and be-
tween multiple information com-
munities of interest (COls).

H CONTINUITY OF OPERATIONS:
Provide C2 solutions that en-
hance the Commander’s ability to
plan, communicate and affect co-
alition operations while remotely
deployed. Inherent in this objec-
tive is the ability of the command-
er to maintain situational aware-
ness and connectivity with subor-

dinate activities while en route to
the theater in crisis.

[ANET CENTRIC ENTERPRISE
SERVICES: Provide solutions that
enhance the Commander’s abil-
ity to collaborate and disseminate
information among communities
of interest (COIs) in a Net Centric
environment.

GO TO CD HOME PAGE
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Executlve Summar'y

a full range of military opera-
tions conducted by U.S.
and coalition forces. CTF _
operations were set in a
notional context in script-
ed countries.

The HLS/HLD por-
tion consisted of federal,
state and local agencies
responding to terrorist at-
tacks and natural disasters
within the U.S. Simulated
attacks were tied to con-
ventional CTF operations
on another continent.

The host site for this year’s CWID ex-
ecution period was USEUCOM, Kelley
Barracks, Stuttgart, Germany, but visitors

experienced operations and interoperabil-
ity trials at more than 25 sites around the
world.

U.S. VISITOR SITES included: US-
NORTHCOM HLS/HLD in Colorado
Springs, CO; the U.S. Army, U.S. Marine
Corps and National Guard Bureau at Na-
val Surface Warfare Center, Dahlgren
Division (NSWCDD), VA; the U.S. Navy
at Space and Naval Warfare Systems
Command (SPAWAR), San Diego, CA;
and the U.S. Air Force at Electronic Sys-
tems Center (ESC), Hanscom AFB, MA.
Global network sites included Australia,
Canada, New Zealand, United Kingdom,




BACKGROUND INFORMATION

and other NATO nations.

Thirty-Four ITs participated in the
two-week CWID execution period held
from 12-22 June. In preparation for the
event, trials, their sponsors and the CWID
Joint Management Office (JMO) support
staff created a Master Scenario Events
List (MSEL) containing more than 2,700
events. Over 400 operators from the
military and supporting agencies, at
multiple U.S. and coalition sites, used

USNORTHCOM complimented the CWID technol-
ogy demonstration scripted scenario with a real-time
first-responder exercise. Military and civilian police co- :
operated during the simulation to evaluate four current :
CWID technologies and two other technologies of in-
terest to the command. :

The HLS/HLD scenario described an aircraft hijack- :
ing on a flight from Boston, MA, to Los Angeles,

CA. The Colorado Springs Police Depart-

ment (CSPD) worked with Peterson Air Force
Base’s 21st Space Wing Security Forces to
overcome hijackers after the aircrew diverted
the jet to Colorado Springs Airport, Colorado
Springs, CO. The exercise employed an actual
civilian aircraft on the tarmac and CSPD’s Com-
mand and Control Vehicle and Mobile Bomb Vehicle,
both acquired through Department of Homeland
Security grants. :

Responders used new information sharing technolo- :
gies to integrate communications, providing situational
awareness and coordinated planning and control.

COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

CWID Dahlgren, VA, site

GO TO CD HOME PAGE
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the MSEL events to execute the CWID
2006 scenario and evaluate each trial’s
performance.

IT ASSESSMENT SUMMARIES document-
ed in the following pages provide a brief
overview of each trial’s performance and
complement detailed assessment data
contained on the companion Compact
Disk (CD), located on the inside front
cover of this booklet.

: Military and civilian teams isolated the area at the ci-
: vilian field and breached the aircraft, quickly regaining

control and placing scenario “bad guys” in custody.

FROM THE OTHER SIDE OF THE CONTINENT, CWID’s

: Dahlgren, VA, demonstration site provided initial intel-

ligence on the hijacking and subsequent surveillance
and situational awareness as the operation unfolded.

The U.S. Marine Corps, represented at Dahlgren,
is already acquiring technologies employed in
USNORTHCOM’s Colorado Springs exer-
cise. Dahlgren’s local sheriff’s department ex-
pressed interest in scenario technologies while

observing hijacking operations and other CWID
demonstrations.

The live exercise within the CWID demonstration

provided a venue to use information sharing tools that

could assist federal, state and local authorities with
command and control interoperability issues as well as

: providing on-the-ground situational awareness for the

Global War on Terrorism.
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BACKGROUND INFORMATION

FROM U.S. JOINT FORCES COMMAND

CWID 2006 Top Performing
Technical Solutions

. The interoperability trials (ITs) below are top performing technology demonstra-

. tions as recommended by the CWID Senior Management Group (SMG) and based

. on input received from participating warfighters/operators, the Network Operations
. Working Group (NOWG), the Systems Engineering and Integration Working Group
. (SEIWG) and site managers.

NOTE: Trials are listed in order of trial number.

. U.S. CWID IT STANDOUTS

Trial No. Title (Acronym) Sponsor
IT0O1.20 |[ntegrated Information Management System (lIMS) USAF/AFRL
ITO1.39 First Responder Interoperable Communications USNORTHCOM
ITO1.53 Coalition & Civil Agency Capable Wireless Information Transfer System (C3WITS) USN/SPAWAR
IT03.09 Document Access Servelet (DAS) USEUCOM
ITO3.16 |Intelligent Road/Rail Information Server (IRRIS) US Army
IT04.03 \Wide Area Interoperability System (WAIS) & ACU 1000 USNORTHCOM
IT05.06 Visualization for Information Assurance (VIA) USAF
IT05.17 \WMD Collaborative Advisory Response Systems (WMDCARS) DTRA
IT05.37 Joint Effects Based C2 (JEBC2) USNORTHCOM
IT05.47 HLS/HLD Collaborative Info Exchange Environment (CIEE) NGB
ITO5.52 Rapid Triage Medical Workbench (RTMW) USNORTHCOM
IT05.66 Coalition Shared Information Environment (COSINE) NATO/ACT

COALITION CWID IT STANDOUTS

ITs described below represent coalition-sponsored submissions demonstrated at U.S. sites or having received U.S. assessment
: at an execution site outside the United States.

Trial No. Title (Acronym) Sponsor
IT0O1.01 Northern European Command — C2 Information System (NEC CIS) Denmark
ITO1.34 Mobile Real-Time Radiological Surveillance Net (MobRadNet) Canada
ITO1.62 Mobile Forces Solution (MOFS) Germany

GO TO CD HOME PAGE
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THE ASSESSMENT PROCESS

%Analysts Agenmes Collect Data

. [ n accordance with the Chairman, Joint

' I Chief of Staff Instruction (CJCSI), the As-
M sessment Working Group (AWG) provides
. the Joint Staff, Combatant Commands/Ser-

. vices/Agencies (C/S/A), and other interested
. parties with an objective assessment of

. qualifying Interoperability Trials (ITs) with

: respect to warfighter/operator utility, interop-
. erability and Information Assurance (IA).

planning/preparation phase, each analyst
team scrutinized ITs, based on predefined
criteria, to determine the level of assessment
that could be performed. Each trial had

the potential to receive any combination

of the three assessment types or none at

all. The CWID Senior Management Group
(SMGQG) was responsible for prioritizing the
participating ITs. The AWG considered this

: THE ASSESSMENT PROCESS
i The ultimate goal of the assessment effort
: 1n 2006 was to identify those trials that were
. the best candidates to provide solutions or
i enhancements to Command, Control, Com-
: munications and Computers (C4) interop-
© erability challenges facing Joint, Coalition,
: Homeland Security (HLS) and Homeland
. Defense (HLD) operations in the near term,
: while protecting data and integrity on opera-
. tional networks. The AWG organization was
: comprised of three separate analyst teams
. that provided three different categories of
: assessments:
: B Warfighter/Operator Ultility

B Interoperability/Technical

B Information Assurance

: These analyst teams were comprised

. of representatives from the Coalition

: Warrior Interoperability Demonstration

: Joint Management Office (CWID JMO),
. Joint Interoperability Test Command

¢ (JITC), National Security Agency (NSA)
: and Coalition nations. During the CWID

The ultimate goal
of the assessment
effort in 2006 was
to identify those
trials that were
the best candi-
dates to provide
solutions or
enhancements to
C4 interoperabil-
ity challenges...

prioritized IT list, along with the specific
nature of each trial, varied maturity level, and
the AWG’s maximum assessment constraint :
to determine the categories of assessment
for which a trial qualified. For trials that
did not qualify for a formal assessment
during CWID, the AWG coordinated with
the Systems Engineering and Integration
Working Group (SEIWG) to ensure that
a summary report was provided (when
applicable). This summary report documents :
the results of the activities performed, :
and the testing conducted, during CWID
execution. :
Prior to CWID execution, AWG represen- :
tatives highlighted problem/issues and any
corrective actions for each IT through ob-
servations and interviews. This information,
along with firsthand warfighter/operator in-
put collected through the Joint Systems In-
tegration Command (JSIC) Data Collection
and Analysis Tool (JDCAT), and the results
of their advertised data exchanges captured
within the Web Information Services

GO TO CD HOME PAGE
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: Environment (WISE) Interoperability Col-

© lection and Assessment Tool (WICAT), were
: consolidated with the Information Assurance
: test results to complete the CWID assessment
: final report for each qualifying trial. The final
. assessment report highlights IT performance
. with regard to meeting original stated objec-

: tives, as well as findings from the Warfighter/
¢ Operator Utility, Interoperability, and Infor-

: mation Assurance assessments. This year,

¢ enhanced cooperation across all U.S. and co-
. alition assessment activities increased the va-
lidity of the assessment process.

WARFIGHTER/OPERATOR UTILITY

. The warfighter/operator assessment fo-

: cused on “value added” to warfighters/op-

© erators, trial technical performance, and

: ability to meet objectives and capabilities in
: the CWID operational environment. During
: CWID execution, warfighters/operators and
: staff personnel operated and interacted with The Assessment
‘Frials, evaluating system ut_ility by cqmplqt— Workin g Grou D is
: ing CWID network accessible questionnaires .

© generated via JDCAT. Questionnaires were ~ COMPILS ed of three

developed for each trial based on: separa te ana lyS t

: ® CWID objective/sub-objectives h . d
B Predefined Master Scenario Events List teams that pl"OVl e
(MSEL) events and/or definitive test schedules three diﬁ”erent

B Trial capabilities cate ories Of
B Applicable Measures of Performance (MOPs) g

tailored to each trial assessments.
INTEROPERABILITY ASSESSMENT |

: The Interoperability/Technical assessment  JJg f’ﬁ gh ter/Opera_
. focused on trial’s ability to exchange usable

. data with CWID network core/component tor Util iy

: services or other trials. Prior to execution, ]

: JITC worked with each trial’s staft expert to oc

: define the system interfaces to be exercised Inter oper abil 1y, /
: and how these interfaces and anticipated data Technical

i exchanges mapped to CWID objectives. Def-

* initions were developed into information ex- u
: change requirements (IERs): [ nformation
: B What information is exchanged ASSMI"CII’ZC@

B Who exchanges the information
B Why the information is necessary
B How the exchanges take place

¢ During execution, the Interoperability As-

: sessment team observed predetermined ex-

. changes, ensuring that data transferred was

. received and processed correctly by the re-

¢ ceiving system. Results were documented in

: the WICAT database developed by JITC. All
© information collected by JITC can be applied
: to the formal U.S. interoperability certifica-

: tion process, leading to faster development of

. emerging technologies. GO TO CD HOME PAGE
y
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INFORMATION ASSURANCE
ASSESSMENT :

Information assurance assessment focused
on how a trial counters identified threats and
enforces identified policies consistent with
appropriate usage assumptions for the pro-
jected warfighting environment.

Security Environment Elements are:

B Threats

B Assumptions

B Policies

Each assessed trial was documented for
how well it countered environmental threats :
and enforced the environmental policies con- :
sistent with the assumptions for how the ca- :
pability was intended for use. Threats and
policies that were adequately addressed by
the trial were identified as “security cover-
age.” Threats and policies not adequately
addressed by the trial were a “security expo-
sure.” Security exposures that could not be
addressed by other elements represented “re- :
sidual risks” that must be managed for a suc- :
cessful deployment. :

The information assurance assessment
process contained three major phases:

B PHASE ONE occurred throughout the
planning process and resulted in the docu-
mentation of functional flow, threats, and
mitigation activities for each trial.

® PHASE TWO consisted of basic securi-
ty tests performed during CWID execution
to confirm the proper implementation of the
mitigation activities.

® IN THE FINAL PHASE, selected Infor-
mation Assurance related ITs get assistance
from IA analysts developing documenta-
tion facilitating a formal evaluation through
Common Criteria Testing Laboratory.

CWID EXECUTION

During CWID execution, AWG members
were present at and collected assessment
data from USEUCOM, four U.S. sites, and
coalition sites in Australia, Canada, NATO,
New Zealand and the United Kingdom.

Thirty-Four trials participated in CWID
2006. Of these, 32 received various levels
of assessment from the three pronged
warfighter/operator, interoperability and
Information Assurance assessment process.
Specifically: 30 trials received a Warfighter
assessment, 29 received an Interoperability
assessment and 10 received an Information
Assurance assessment. SEIWG reported on
five trials, two of which were not formally
assessed by the AWG.
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NETWORK ENGINEERING SUMMARY

CWID Connecting the Globe

Dver the past two years, growth within CWID 2006 Task Force/NATO Response Force CTF/ :
: the CWID community necessitated NRF (CTF/NRF) Enclave, an additional net- :
: network architecture modifications to f aced new work that provides increased scalability and ~:
. support the ever changing CWID environ- challen ges that flexibility over the Purple Enclave. To ac-

: ment. Following several years operating on commodate U.S. Northern Command’s (US-

: the established Combined Federated Battle led to NORTHCOM) interests toward Homeland

¢ Laboratories Network (CFBLNet), CWID develo pment o f Security, CWID also built an unclassified

: 2005 designed a new, scalable and flexible . network, the Homeland Security/Homeland

: network that incorporated both a change in the Coalition Defense (HLS/HLD) Enclave.
pheiaahienns sl schaie | Task Force/ aue cromns encuave

netwgrk krFowngas the Purple Enclave, was NATO Res, ponse The CTF/NRF Enclave utilized the

C built sef;arately from the traditional ’ F CTF/NRF CFBLNet backbone Asynchronqus Transfer
CFBLNet and was successfully implemented orce ( ) Mode (ATM) transport layer Wthh tunneled
 to support CWID 2005, Enclave. through the Defense Information Systems

Network-Leading Edge Services (DISN-
LES) Public ATM (PATM) infrastructure
and the DISA ATM Services - Unclassified

: CWID 2006 faced new challenges that
: led to the development of the Coalition

u.s. Eu rupgaﬁr‘;

Command CTF/NRF TﬂPD'ﬂg‘y
Kelley Barracks, Germany
c,.k':. * .,h |
.
‘ ; .ited
I ' Kingdom
L | Portsdown West

;'l 5

I~ '"'\‘1-
-
N

RAF Molesworth, UK ,

= _N N

'*t;;_'w;’z'; Wahiawa, US

-
- "h":.
;= S

s MNew Zealand
Australia DCSB

DSTO Fernhill Wellington
Canberra
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: (DATMS-U) ATM backbone networks. De-

. signed as a secret-releasable overlay on the

: CFBLNet backbone ATM and Internet Proto-
i col (IP) transport, the CTF/NRF Enclave in-

¢ corporated a combination of classified ATM

: and IP backbone, capable of supporting high-
: speed data transmission requirements of up

: to 45 Mega bytes per second (Mbps). In the

: U.S., the CTF/NRF shared between 3 and up
: to 40 Mbps of bandwidth on the DISN-LES

: with the HLS/HLD enclave depending on

: needs and locations of individual sites.

i The CTF/NRF Enclave consisted of nine

¢ U.S. and five Coalition sites. The network

: concept was built on a basic security enclave,
: isolated from the DISN-LES by

© type 1 encryption, and only containing data

: classified secret-releasable to all participat-

: ing nations.

: Throughout the demonstration, the CTF/
: NRF Enclave availability was 99.99 percent
. based on IP connectivity during the

: CWID day.

THE HLS/HLD ENCLAVE

i The HLS/HLD network underwent a sig-

. nificant redesign, establishing a completely

: new architecture for CWID 2006. Built as a

. subset of the existing DISN-LES network ar-
. chitecture, it utilized both existing services

: and those established solely for CWID 2006.
: Each HLS/HLD site received or provided a

: Cisco router and switch to support the dem-

. onstration and a PacketShaper to monitor site
. network traffic as well as provide reports. In
. addition, a new private IP addressing scheme
: was established and used throughout the

. event. This year marked the first time Canada
: and U.S. European Command (USEUCOM)
¢ joined the HLS/HLD Enclave and fully par-

¢ ticipated with USNORTHCOM testing and

¢ evaluating HLS/HLD technologies.

¢ One of the most important changes for

: CWID 2006 was a direct public Internet con-
. nection for the HLS/HLD network. A 3Mbps
. connection was provided by a local Internet

. Service Provider (ISP) and terminated at the
. Multinational Information Sharing Joint Pro-
: gram Office (MNIS-JPO) (known as CCCC,
¢ or “Quad C” for Combined Command and

: Control Center). During previous years, all

: firewall/ports/protocols change requests re-

. quired clearance by Non-secure Internet Pro-
: tocol Router Network (NIPRNet) authorities,
: atedious and time consuming process. By re-
. moving the NIPRNet as the Internet source,

i the CCCC controlled all ports and protocols

CONTACT

Capt. Ramon Rodriguez
DISA, CWID Network Lead
ramon.rodriguez@disa.mil

HLS/HLD Topology

U.S. European
Command

Kelley Barracks, Germany

National Geospatial-

Intelligence Agﬂncy 'U S Marine
Reston, VA £

- '\-1
&

#

U.S. Air Force
Hanscom AFB, MA

- ™ ny

r

iy

Canada

Department of Public Safety
and Emergency Managerment

.
U.S.Arm

orps

E Dahlgren, VA
P i

el

CCCC U.S.Navy

Q uad C’i San Diego, CA
MNIS-JPO .

Arlington, VA ~~
."‘5- q
% Jointifteroperability

Test Command
Indian Head, MD

%

North American Aerospace Defense -

U.S. Northern Command
Peterson AFB, CO

This year
marked the first
time Canada
and USEUCOM
joined the HLS/
HLD Enclave
and fully
participated with
USNORTHCOM
testing and
evaluating
technologies.

for Internet connection, allowing greater flex- :
ibility to accommodate trials’ requests and
troubleshooting connectivity issues. These
approaches also allowed for a less restrictive, :
yet secure, Internet connection, and allowed
trials to successfully complete a larger num-
ber of scenario events.

Another critical change for CWID 2006
was using Virtual Private Networks (VPNs)
to set up secure connections from remote
agents/trials/organizations to the HLS/HLD
network via the Internet. CCCC engineers
successfully established VPN connectivity
between two agency LANs and the HLS/
HLD network, U.S. National Guard and the
U.S. California Customs. In addition, a field :
police cruiser successfully established a VPN :
from his laptop computer into the HLS/HLD
network. CCCC Engineers successfully :
monitored the network 24/7 from remote lo-
cations via a VPN connection into the HLS/
HLD management LAN.

Throughout the demonstration, the HLS/
HLD Enclave availability was 100 percent
based on IP connectivity during the
CWID day.

GO TO CD HOME PAGE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

A MULTINATIONAL PERSPECTIVE

NATD Leverages CWID Forum

: e cornerstone of NATO’s transforma-

: I tional capability is the NATO Response
: Force (NRF). By design, forces will

. be agile, joint and expeditionary and must

. be supported by “network-enabled capabili-

. ties based on a robust and flexible Computer
¢ Information Systems (CIS) foundation.”

: The shared vision of the two Strategic
: Commands (Allied

¢ Command Operations
¢ and Allied Command
© Transformation) is

: that NATO forces,

: including the NRF,

. achieve Decision Su-

. periority that in turn

: is enabled by achiev-

. ing Information Su-

: periority through

: networked forces. Al-
¢ lied Command Trans-
¢ formation (ACT) is

. therefore engaged in

: efforts to create forc-

: es that are capable of
. achieving this type of
. Decision Superiority.

: ACT drives devel-

: opment of concepts

interoperability of NATO and national Com-
mand, Control and Information Systems :
(C2IS) planned or projected to be committed :
to NRF Rotation 5 (NRFs 9 and 10). Opera- :
tional commitments commence in July 2007. :
Interoperability issues that were identified as :
a result of trials conducted in NATO CWID
can be addressed and resolved prior to

that time.

2006 NATO CWID
OBJECTIVES

In addition to the
five CWID Objec-
tives, there were two
specific NATO objec- :
tives for 2006:

OBJECTIVE 1:

B Conduct testing to
validate the interoper- :
ability between C2IS
required in NRF ro-
tations 9 and 10 in
support of the certifi-
cation process.

OBJECTIVE 2:
M Provide network
tools to facilitate the

. and systems that can achieve Information POINTS OF CONTACT management of information, enabling auto-
i Superiority. These concepts and systems are  Cmdr. Clark Price matic discovery and integration technolo-

: tested and validated using the full spectrum ~ NATO CWID Director gies that promote loose coupling between

. of available exercises, trials, and experiments égl;gc(%lact.nato.int Command and Control (C2) systems and

: —such as CWID. +1 757 445 3556 components.

. NATO CWID 2006 ML ravler P NATO CWID EXECUTION SITE

© NATO used CWID 2006 to progress ACT/CAl , Camp Jorstadmoen in Lillehammer, Nor-
. Transformation within the Alliance. ACT ~ d8Ylor@act nato.nt way hosted the NATO 2006 CWID event.

. aligned aspects of the Scientific Programme

¢ of Work (SPOW) activities with NATO

: CWID testing activities. As a result, capabili-
¢ ties were examined to support the rollout of

: NATO Network Enabled Capability (NNEC)
. through testing and evaluation. As proposed

. by the NATO Headquarters Command, Con- new role, which compliments the Joint and
. trol and Communications (C3) staff, NATO Coalition nature of the testing conducted in
: CWID was used as a test venue to validate NATO CWID 2006.

GO TO CD HOME PAGE
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The Camp has a military history dating back
to 1750 and has been in use by the Norwe-
gian Army Signal Corps since 1945. The :
Camp was selected by the Norwegian parlia- :
ment to be the site of the Joint CIS Training :
Centre within Norway and has taken on this
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NETWORK TOPOLOGY, NATO
: DOMAIN, LILLEHAMMER

: The NATO CWID 2006 net-

: work at Camp Jorstadmoen was
: built around a common domain

. referred to as the Coalition Task
: Force (CTF)/NRF domain. This
: domain was referred to as the

: NATO CWID ‘purple’ domain.

i Several nations used Informa-
: tion Exchange Gateways (IEGs)
: to separate their national Local

i Area Networks (LANs) from the
: common domain, thereby ana-

© lyzing the interoperability over

¢ their cross-domain solutions.

: While the NATO CWID net-

. work architecture’s primary was Camp

¢ Jorstadmoen, there were additional na-

: tional sites where NATO CWID tests were
¢ conducted.

PARTICIPATING NATIONS
: AND AGENCIES

: There were 19 nations and agencies ac-
. tively participating from the NATO execu-
. tion site in Lillechammer and an additional 3

. systems from each of the operational envi-

: ronments (Maritime Command and Control

. Information Systems [MCCIS], air Integrated
: Command and Control [ICC] and Land Com-
: mand and Control Information Systems [LC-

INFORMATION

ACT drives the
development of
concepts and
systems that can

achieve Informa-

tion Superiority.

These concepts and
: nations who attended as observers. NATO C2 Sys[ems are tested
and validated using
...available exer-
cises, trials, and

COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

the following capabilities:

W Evacuate non combatants from a
crisis area

B Support consequence manage-
ment (including chemical, biological,
radiological and nuclear incidents)

B Support in a humanitarian crisis
situation

B Manage crisis response opera-
tions, including peacekeeping

W Counter terrorism operations
B Embargo operations

The NATO CWID Scenario
flexibility gave it unique char-
acter, enabling tailoring to test
interoperability of NATO and national C2
systems as well as individual Command,
Control, Communications, Computers, In-
telligence, Surveillance and Reconnaissance
(C4ISR) trials. Scenario Command and
Control structure and related NATO and na-
tional C2 systems and interactions that were
used for NATO CWID 2006 is depicted in
the diagram, lower center of this page.

For 2006 the NRF structure was loosely
based on NRF rotations nine and ten. It op-
erated under the command and control of
a Joint Force Headquarters that extracted
a permanent Deployable Joint Task Force
staff as a forward command element. The
NRF Air component provided a capability
to conduct appropriate air tasks. NRF Land
Components contained a structure sufficient
to allow deployment of a tailored brigade
size formation com-
posed of manoeu-
vre elements and the
requisite support and
breadth of assets to
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

TRIAL NO.
1T01.01

1IT0O1.14

IT0O1.15

1T01.20

1T01.28

1IT01.34

1T01.39

1T01.48

1T01.50

1IT01.53

1IT01.54

1T01.62

TRIALS SUMMARY CONTENTS PAGE

Inter'oper'ablllty Trials

. CWID trials for 2006 are listed in trial number order below, cross referenced to
Sltes where they were assessed durzgg the demonstgatzon 12 to 22 June.

SYSTEM TITLE

Northern European Command - C2
Information System (NEC CCIS)

U.S. Chemical Biological
Radiological and Nuclear
Modeling (USCBRNM)

C4l Defense

Integrated Information
Management System

Mission Management Suite (MMS)

Mobile/Static Real-Time Radio-
logical Surveillance Network
(MobRadNet)

FIRST Responder INTERoperable
COMMunications
(First InterComm™)

Coalition Incident Response-Com-
mon Operating Picture (CIR-COP)

Multinational Interoperability Toolkit
(MIT)

Coalition and Civil Agency Capable
Wireless Information Transfer
System (C3WITS)

Coast Guard C2 (Deepwater COP)
(CG-C2)

MobileForcesSolution
(MOFS / MCCIS)

5.

GOVERNMENT
SPONSOR

Denmark

Joint Project
Manager Infor-
mation Systems
(JPM IS); UK
Defense Science
& Technology

Laboratories (Dstl),

International Task
Force 49

Italy

US Air Force

Canada

Canada

USNORTHCOM

National Guard
Bureau
US Navy

US Navy

US Coast Guard

Germany

OBJECTIVES KEY

1. COALITIONC2 B

2. COALITION INFORMATION SHARING B

3. INTEGRATED LOGISTICS &

4. CONTINUITY OF OPERATIONS B

NET-CENTRIC ENTERPRISE SERVICES B
GOVERNMENT/

CORPORATE
DEVELOPER/S

NATO,
Denmark

OBJECTIVE/S PAGE
ADDRESSED NO.

51,4 15

JPM IS, Dstl
International
Task Force 49

15

C3l Consor-
tium, SELEX-SI
SpA

1,4 16

US Army, AFRL 1,5 16
Canadian Air
Force, ATESS

Trenton

1 17

Dr. Robert

McFadden 1z

BAE Systems 18

National Guard

Bureau L

SPAWAR 19
General
Dynamics C4
Systems

Lockheed Mar-
tin Corporation

1,5 19

20

German Navy,
T-Systems
Enterprise Ser-
vices GmbH

1,4,5 20

Continued next page
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TRIAL NO.
1T01.63

1T02.21

1T02.24

1T02.25

1T02.45

1T03.09

1T03.16

1T04.03

1T04.33

1T04.36
1T04.46

1T04.61

1T05.06

1IT05.13

1IT05.17

1T05.32

1T05.37

1T05.41

1T05.47

1T05.51

1T05.52

1T05.66

HISTORY

SYSTEM TITLE

IPC Information Systems, LLC
Multimedia Command and Control
Solution (MCCS)

The Multi National Coalition
Security System (MNCSS)

M3Data Information Sharing
System (M3Data ISS)

Distributed Common Ground
System ( DCGS)

Command Center Portal
Framework (CCPF)

Document Access Servelet (DAS)

Intelligent Road/Rail Information
Server (IRRIS)

Wide Area Interoperability System
(WAIS) and ACU-1000

Logik v3.0 for Rapid Intelligence
Analysis and Exploitation

Global Broadcast Service (GBS)

Joint C4 Coordination Support
System (JCCSS)

Maritime Command and Control
Information System - Italy

Visualization for Information
Assurance (VIA)

Coalition Command Collaboration
Services (CCCS)

WMD Collaborative Advisory
Response System (WMDCARS)

Guard Net Portal (GNP)

Joint Effects Based Command
and Control (JEBC2)

Knowledge Management
Framework

HLS/HLD Collaborative Informa-
tion Exchange Environment
(HLS/HLD CIEE)

FORCERnet Distributed Channel
Services (FNDCS)

Rapid Triage Medical Workbench
(RTMW)

Coalition Shared Information
Environment (COSINE)
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

OBJECTIVES KEY
1. COALITIONC2 B

2. COALITION INFORMATION SHARING B

3. INTEGRATED LOGISTICS B
4. CONTINUITY OF OPERATIONS B

5. NET-CENTRIC ENTERPRISE SERVICES B

GOVERNMENT
SPONSOR

FEMA

Canada

Canada

Canada

Canada

USEUCOM

US Army

USNORTHCOM

Canada

DISA

National Guard
Bureau

Italy

US Air Force

Australia

DTRA

US Navy

USNORTHCOM

Canada

National Guard
Bureau

US Navy

USNORTHCOM

NATO

GOVERNMENT/
CORPORATE OBJECTIVE/S PAGE
DEVELOPER/S ADDRESSED  NO.
IPC Command 1 21

Systems
Titus Labs,
Microsoft Corp. 2,5 S
ARTIS 1,5 22
Raytheon
Intelligence
and Information 2 22
Systems
Xxwave 2 23
Information
Security Corpo- 5 23
ration
US Army,
GeoDecisions 3,5 =
Raytheon JPS
Communica- 1,5 24
tions
Coredge Soft-
ware,
iFathom Corpo- - -
ration
GBS JPO 1,4,5 25
National Guard 4 26
Bureau
Italy, Canada,
NATO ACT,
Engineering L e
SpA Rome
Applied
Visions, Inc. 51,2 27
Microsoft Corp. 41 27
DTRA 5 28
Tidewater
Technology 1,5 28
Group
The Boeing 1,235 29
Company
L_ockheed Mar- 5 29
tin Corporation
National Guard 5 30
Bureau
L_ockheed Mar- 5 1 30
tin Corporation
ST 5,3 31
Corporation
NATO NC3A 25 31
32




COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

TRIAL SUMMARY

1IT0O1.01
Northern European Command C2 Information System

5. NET-CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Northern European Command C2 Information System (NEC CCIS) is a tri-service C2IS sponsored
by NATO, Denmark and Norway and used for air operations planning and tasking within the Royal Danish Air Force
and Royal Norwegian Air Force. NEC CCIS has a three-tier architecture with an Oracle database, an application
server and an XML-based client. NEC CCIS, a fielded NATO Air C2 system, offers a number of interfaces such as
USMTF, ADatP-3, OTH-GOLD, Link 1, and ICC. It can map dedicated messages into the database (e.g. ATO). NEC
CCIS forms the foundation for the planning/tasking of NATO Air Command and Control Systems and is usable from
headquarters level through Coalition Air Operations Center (CAOC) to Control and Reporting Centers (CRCs), wing
and squadron levels.

SPONSOR: Denmark
TRIAL LOCATIONS:
Hanscom AFB, UK
TRIAL PARTNERS: None

NEC CCIS

1ITO1.14
U.S. Chemical, Biological, Radiological and Nuclear Modeling

1. COALITION C2 @

TRIAL OVERVIEW: The U.S. Chemical, Biological, Radiological and Nuclear Modeling (USCBRNM) System trial was
designed to demonstrate interoperability and information sharing between two U.S. systems, Joint Effects Model (JEM)
and Joint Warning and Reporting Network (JWARN), and two U.K. systems, U.K. IMPACT detailed hazard prediction
model and U.K. SAFE prototypical warning and reporting network. USCBRNM provides improved interoperability of
U.S., U.K. and Canadian chemical, biological, and radiological (CBR) warning, reporting and modeling capabilities
within a multinational, coalition environment. JEM and the IMPACT CBRN modeling system are an enterprise service
for CWID. JWARN requests hazard prediction from JEM and IMPACT, displaying predicted hazards to decision makers.

SPONSORS: Joint Project
Manager Information Systems
(JPM IS); UK Defense
Science & Technology
Laboratories (dstl)

TRIAL LOCATIONS:

NSWC Dahlgren, UK

TRIAL PARTNERS: None
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INFORMATION ASSURANCE

SYSTEMS ENGINEERING

ASSESSMEMT RESULTS:

During CWID 2006, NEC CCIS
received a SEIWG evaluation
report.

B NEC CCIS successfully met
CWID Objectives 1, 4 and 5.

B NEC CCIS translated ACO
and ATO USMTF messages
from TBMCS, a US system, to
ADatP3-B11 message formats
used by NATO systems.

B Successfully forwarded and
shared information in a multi-
national environment with co-
alition C2 systems providing
horizontal and vertical informa-
tion dissemination by posting
a translated ATO/ACO text file
the NEC CCIS portal.

ASSESSMEMT RESULTS:
During CWID 2006, the US-
CBRNM System received a
SEIWG evaluation report.

B USCBRNM successfully
demonstrated CWID Objective
1 by creating interfaces
between U.S. and U.K. CBR
systems supporting continued
coalition CBR interoperability.

B USCBRNM established new
plume generation require-
ments for the JEM urban dis-
persion model based on the
enhanced capabilities demon-
strated by the IMPACT CBR
system.

B Successfully established co-
alition CBR working relation-
ships supporting the evolution
of CBR data models and CBR
interoperability standards.

GO TO CD HOME PAGE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

ITO1.15
C4l Defence

1. COALITION C2 @

TRIAL OVERVIEW: C4l Defence demonstrates interoperability among Command and Control (C2) systems of Ital-

ian Armed Forces (Army, Navy, and Air Force) and the Italian Command and Control Joint System (C4l Defense) or
among allied C2 systems and the Italian C4l Defense System. C4l Defence provides top-level strategic capabilities,
above the tactical functionalities offered by the Command and Control systems of each Armed Force. It supports the
Operational Commander in Operations Planning and Tasking (Orders Generation) and in Tactical Situation Analysis
and Monitoring. C41 Defense exchanges both TOP COP data and single component picture (RMP, RAP, RGP) and can
operate either as a top-level strategic system or as a tactical system.

SPONSOR: ltaly

TRIAL LOCATIONS:
USEUCOM, NSWC Dahlgren,
SPAWAR, Hanscom AFB,
NATO

TRIAL PARTNERS: None

TECHNICAL / INTEROPERABILITY

INFORMATION ASSURANCE

GO TO CD TRIAL DIRECTORY
GO TO CD HOME PAGE

iITO1.20 ‘

Integrated Information Management System

1. COALITION C2 @

TRIAL OVERVIEW: The Integrated Information Management System (IIMS) is a collaborative situation awareness tool.
IIMS aids fixed, expeditionary and incident response sites plan, protect against, and recover from chemical, biologi-
cal, radiological, nuclear (CBRNE) or conventional attacks. It decreases the time needed for site operations to recover
from attacks using rapid manual data entry, data transfer across air gap or guard onto a Common Operational Picture
(COP) for the Commander and geographically separated Unit Control Centers. Earlier versions of IIMS are fielded

at PACAF and USCENTCOM. For CWID 06 IIMS focused on selective information sharing across domains using
techniques from manual entry to sending through a one-way guard to support Coalition Command and Control, and
Net Centric Enterprise.

SPONSOR: US Air Force
TRIAL LOCATIONS:
NSWC Dahigren,
SPAWAR, Australia

TRIAL PARTNERS: |T05.37

S ——— ——— -'l"‘-i

ASSESSMEMT RESULTS:
During CWID 2006, the C4l
Defence Trial received a Tech-
nical Interoperability assess-
ment.

B During CWID 2006 the ltal-
ian C4| Defence System suc-
cessfully tested technical
interoperability between U.S.
and ltalian command and con-
trol systems, satisfying CWID
Objective 1.

B C4| Defence, interoperat-
ed with GCCS-J and GCCS—
M, exchanging messages in
various standard formats e.g.
OTH-Gold messages and
ATO/ACO messages in MTF
format between SPAWAR,
USEUCOM, and Lillehammer,
Norway.

B C4| Defence provided con-
tinuity of operations (CWID
Objective 4) by supplying
unit/track data, enhancing

the Commander’s situational
awareness and ability to plan,
communicate and affect coali-
tion operations while remotely
deployed.

ASSESSMEMT RESULTS:
During CWID 2006, I[IMS re-
ceived Warfighter, Technical In-
teroperability and Information
Assurance assessments.

M |IMS successfully met CWID
Objectives 1 and 5. IIMS en-
abled sharing CBRNE informa-
tion in electronic attack reports
(EARs) and USMTF/ADatP-3
message formats within and/
or across domains by moving
via a data diode, transferring
via CD, or manually inputting
the information. IIMS delivered
track data to the JIWARN/GCCS
system using the Common
Message Protocol (CMP).

B |IMS experienced network
difficulties, and at times, could
not claim enough bandwidth to
permit information sharing be-
tween the server and client.

B |nformation Assurance (lA)
scans identified open ports with
no associations which should
be closed to prevent security
breaches.

M |A testing also found 16 High,
3 Medium, and 9 low vulnerabil-
ities to include deficient Oracle
patch incorporation and other
faults such as Web Log Analyz-
er, ICMP Time Requests,

FTP, TELNET, and other

open services.

GO TO CD HOME PAGE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

1IT0O1.28
Mission Management Suite

1. COALITION C2 ®

TRIAL OVERVIEW: The Mission Management Suite (MMS) is an integrated flexible suite of mission planning tools
for managing Air Force Missions from Force to Unit Level at home base or deployed locations. It provides the ability
to parse mission details and assign resources to support tasks. The suite also offers functions such as aircraft and
aircrew scheduling, flight planning, aircraft and aircrew management and cost centre management. In an environment
where unit-level mission management tools are either limited or non-existent, MMS is the first spiral toward Unit Level
automation.

SPONSOR: Canada
TRIAL LOCATIONS:
Canada,

Hanscom AFB,
Australia, New Zealand
TRIAL PARTNERS: None

WARFIGHTER

TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

GO TO CD TRIAL DIRECTORY
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1ITO1.34
Mobile/Static Real-Time Radiological Surveillance Network

1. COALITION C2 ®

TRIAL OVERVIEW: The Mobile/Static Real-Time Radiological Surveillance Network (MobRadNet) is a real-time radia-
tion surveillance system using mobile and/or fixed detectors. The system instantly alerts military and civilian authorities
of radioactive materials during any radiological event. MobRadNet is easily deployable, uses existing technologies and
incorporates an integratable, scalable network interface and Geographic Information System. It provides a real-time
understanding of the task force operating area radiological environment and enables specific radiological context
common view sharing. The autonomous operation of a rapidly deployable/re-deployable network of gamma sensors
provides consistent and reliable radiological data from unattended operations whether mobile (vehicle or person car-

ried) or static.
CBRN -\ Threat Agent

SPONSOR: Canada
TRIAL LOCATIONS: Canada,
USNORTHCOM, SPAWAR

TRIAL PARTNERS: N ehicle Person Staticaly
S: None Carmied Carried Deployed
DETEGTIBN Sensor Sensor }\‘ﬁﬂr
Command Center Sarver
ANALYSIS
& Relay Server Threat Manager
TELECOM
Location Manager Data Manager data basa
/ AN
e e o [INFORMATON c“,"a'n“amm“‘“ c';“;‘:;ﬁ:‘“ Control Center
VISUALIZATION Ops Cenlers Iobealy Mokil Administrators

ASSESSMEMT RESULTS:
During CWID 2006, the MMS
Trial received Warfighter and
Technical Interoperability as-
sessments.

B MMS provided a suite of
tools that enhanced the com-
manders’ coalition command
and control capability and al-
lowed users to visualize mis-
sion data, manage aircrew and
fleet schedules as well as cap-
ture and track the required re-
sources.

B MMS successfully demon-
strated Joint Command and
Control by parsing and manip-
ulating ATO/ACOs in text and
XML format and exchanging
data with the U.S. TBMCS.

B Warfighters generally agreed
the tool suite was well inte-
grated and intuitive but noted
some overlap in functionalities.
However, the Mission Manage-
ment Application was not as
user-friendly for some
warfighters.

B | ack of on-site training and
on-site technical support kept
some warfighters from taking
advantage of the systems’ full
functionality.

ASSESSMEMT RESULTS:
During CWID 2006, the Mob-
RadNet Trial received War-
fighter, Technical Interoperabil-
ity and Information Assurance
assessments.

B MobRadNet successfully en-
hanced the commander’s co-
alition command and control
capability by providing real-
time access to radiological
measurement data through a
mapping interface.

B Provided real-time radiologi-
cal data collected by sensors
at various locations and trans-
mitted data via a cellular data
network to a centralized server.
Users received data as mean-
ingful graphic representations
over the network.

B A detractor to the trial was
that Trojan signatures were
found on several open ports
as well as a vulnerability that
could allow attackers to gain
access via a remote host.

B MobRadNet successful-

ly demonstrated a network-
based radiological surveillance
system allowing for stream-
lined decision-making support-
ing Global War on Terrorism
(GWOQOT) contingencies.

GO TO CD HOME PAGE
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TRIAL SUMMARY

1ITO1.39
FIRST Responder INTERoperable COMMunications

1. COALITION C2 ®

TRIAL OVERVIEW: First InterComm allows first responders with dissimilar radios to communicate with each other
using the radio frequency of that First Responder Agency. The shoebox-sized unit mounted inside first responder
vehicles links all vehicles at an incident scene, operates on the vehicle’s battery, and automatically creates tempo-
rary networks for interoperability with civil and military radios, requiring no operator involvement. First InterComm
provides a digital solution compatible with the latest (P-25) radios, does not require a tower for local interoperability,
and eliminates the need for additional radios for cross-jurisdictional support. Combining First InterComm’s advanced
technology, developed for the military, with commercial off-the-shelf software, the system provides a mature, reliable
and cost-effective wireless interoperability capability.

SPONSOR: USNORTHCOM
TRIAL LOCATIONS:
USNORTHCOM

TRIAL PARTNERS: None

INFORMATION ASSURANCE
GO TO CD TRIAL DIRECTORY

GO TO CD HOME PAGE

COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

1ITO1.48
Coalition Incident Response - Common Operating Picture

1. COALITION C2 ®

TRIAL OVERVIEW: Coalition Incident Response—Common Operation Picture (CIR-COP), a National Guard Bureau
initiative, supports coordination of regional incident responses, and provides National Guard-focused information
supporting critical C2 decisions at all operational levels and critical C2 decision points. CIR-COP provides access to
incident response data in a common formation, improves shared situational awareness, provides geo-referenced data
visualization, and provides National Guard mission partners the ability to view and update COP data layers through
web-enabled forms.

SPONSOR: National

Guard Bureau r
TRIAL LOCATIONS: | Hational Gisted
USNORTHCOM, |

NSWC Dahigren
TRIAL PARTNERS:

IT04.46, IT05.47
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ASSESSMEMT RESULTS:
During CWID 2006, the FIRST-
InterComm Trial received
Warfighter and Technical In-
teroperability assessments.

H First InterComm success-
fully met CWID Objective 1 by
providing interoperability voice
communications to First Re-
sponders creating a cohesive
relationship between military
and civilian agencies.

B Successfully demonstrated
bridging dissimilar radios on
different frequencies establish-
ing a remote mesh network at
the incident scene supporting
Homeland Security/Homeland
Defense.

B First InferComm was easy
to use and required minimal
training.

B The Incident Commander
established separate talk
groups, while monitoring and
maintaining all communica-
tions and operational control at
the scene.

ASSESSMEMT RESULTS:
During CWID 2006, the CIR-
COP Trial received Warfighter
and Technical Interoperability
assessments.

B CIR-COP built a Nation-

al Guard COP to support C2
and coordinate decision-mak-
ing and operations across mis-
sion space by sharing GIS
XML Data Layers, successfully
demonstrating Objective 1.

B CIR-COP provided access
to incident site, state, regional
critical information required to
support decision-making, force
structuring, and capabilities
around each operational phase
organized by C2 (e.g. Joint C4
Response, Logistics, Medical,
Force etc.).

B CIR-COP provided a com-
mon data format to share in-
formation with the overall
HLS/HLD Common Operation-
al Picture and mission part-
ners.

GO TO CD HOME PAGE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

1ITO1.50
Multinational Interoperability Toolkit

1. COALITION C2 ®

TRIAL OVERVIEW: The Multinational Interoperability Toolkit (MIT) provides capabilities that enhance coalition interop-
erability and automate Common Operational Picture (COP) interoperability in a tactical environment using multiple
standards. The toolkit combines the strengths of formal messaging and informal collaboration to create a workflow-
enabled coalition enterprise. MIT components provide Publish, Subscribe and Web services infrastructure supporting
COP and other C2 data exchange, a translation layer to and from the Multinational Interoperability Program Command
and Control Information Exchange Data Model (C2IEDM) data model, and interoperability between XML, C2IEDM and
the family of Global Command and Control systems (GCCS) based on DISA Common Operating Environment Version
4.

SPONSOR: US Navy
TRIAL LOCATIONS:
USEUCOM, SPAWAR,
Australia

TRIAL PARTNERS: None

Coalithon Joint
Workflow

Coalition Network

GO TO CD TRIAL DIRECTORY
GO TO CD HOME PAGE

ITO1.53 ‘

Coalition & Civil Agency Capable Wireless Information Transfer

1. COALITION C2 ®

TRIAL OVERVIEW: Coalition and Civil Agency Capable Wireless Information Transfer System (C3WITS) is a Joint
Tactical Radio System (JTRS)/Software Defined Radio (SDR) enabled system that provides; assured Blue Force
Tracking, Common Situational Awareness Picture for both airborne and ground based command and control, Tactical
Combat Net Radios (CNR) with range extension, and a Homeland Security Gateway. The system provides communi-
cation capabilities between dissimilar radios for DOD and HLS and secure video teleconferencing between wireless
users or between wired and wireless users, enabling real-time interactive command and control as well as command
and control, and communications (C3) capabilities between DOD/Civilian Agencies and local police and fire depart-
ments. The system can be used with either the embedded NSA Certified or external COMSEC.

SPONSORS: US Navy

MOBILE COMMS INFRASTRUCTURE
TRIAL LOCATIONS: USEUCOM, P - o —

USNORTHCOM, NSWC Dahl- | e N
gren, SPAWAR, ! |
TRIAL PARTNERS: None
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ASSESSMEMT RESULTS:
During CWID 2006, the MIT
Trial received Warfighter and
Technical Interoperability as-
sessments

B MIT marginally satisfied
CWID Objective 1 because
MIT internal features and ex-
ternal interfaces (the SPARK
Chat tool, WIKI dynamic web
pages, and JASMAD) required
repeated resetting/or refresh-
ing to operate properly. The
reset/refresh delays were a
detriment to providing timely
information for decision-mak-
ing operations.

B MIT successfully demon-
strated OTH-GOLD track data
exchanges with GCCS-J and
its internal chat functionality to
collaborate with coalition part-
ners.

M Visual display issues ranged
from cluttered screens, small
displays and insufficient con-
trasting color usage when
displaying current track infor-
mation.

B The number of programs re-
quired to be opened and mini-

mized created a burden for the
operator and caused delays

in providing timely information

which negatively impacted the
decision-making processes.

ASSESSMEMT RESULTS:
During CWID 2006, the
C3WITS Trial received War-
fighter, Technical Interoperabil-
ity, and Information Assurance
assessments.

B Successfully demonstrated
CWID Objectives 1 and 5.

B C3WITS securely connected
many endpoint devices includ-
ing diverse radios, cell phones,
VolIP, and, wired and wireless
workstations.

B C3WITS successfully dem-
onstrated a robust SDR Sys-
tem that was well-engineered
and easy to use. Using NSA
approved equipment, C3WITS
securely bridged dissimilar ra-
dios, providing warfighters
digital radio communications
throughout the battlespace.

B One detractor to the trial was
that Trojan signatures were de-
tected on several open ports
as well as a vulnerability al-
lowing Null sessions on the re-
mote host.

B Network performance moni-
tors gave indications that net-
work performance would be
considerably dampened during
use of the full production piece
of this trial.

GO TO CD HOME PAGE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

ITO1.54
Coast Guard C2 (Deepwater Common Operational Picture)

1. COALITION C2 ®

TRIAL OVERVIEW: The Coast Guard Command and Control (CG-C2), part of the Integrated Deepwater System
Program, provides interoperable command and control (C2) and establishes the foundations for integrating intelli-
gence data across all deepwater aircraft, vessels and shore facilities. The system’s core capabilities include a tactical
display overview, deepwater portal, common operating picture, common collaboration tools, case file management,
and automated status systems. CG-C2 delivers C4ISR capabilities, increasing the USCG'’s operational effectiveness
and intra/agency communication by maximizing data and voice sharing among watchstanders, decision makers and
operators. CG-C2 provides operational commanders the tactical awareness, planning and decision tools required to
more effectively conduct missions.

SPONSOR: US Coast Guard
TRIAL LOCATIONS:
USNORTHCOM,

NSWC Dahlgren, SPAWAR
TRIAL PARTNERS: |T05.37

WARFIGHTER
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

GO TO CD TRIAL DIRECTORY
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ITO1.62
Mobile Forces Solution

1. COALITION C2 ®

TRIAL OVERVIEW: MobileForcesSolution (MOFS) is a distributed IP-Infrastructure with secure broadband satellite
communication for MCCIS, ICC, ERP-System (SAP), VolP and video conferencing. The remotely deployed Maritime
Component Commander (MCC), communicates and/or shares relevant information with subordinates at sea or in
theater using “SubNet Relay” in order to maintain situational awareness of ongoing movements and operations. MOFS
provides secure communications redundancy for ships with satellite links and connectivity for disadvantaged ships
without satellite access.

Secure broadband satellite communication to ship
and secure SubNet Relay via HF/UHF, B,_I;B- T and WLAN

SPONSOR: Germany
TRIAL LOCATIONS:
SPAWAR, NATO

TRIAL PARTNERS: None

WARFIGHTER

TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

ASSESSMEMT RESULTS:
During CWID 2006, the CG-
C2 Trial received Warfighter,
Technical Interoperability, and
Information Assurance assess-
ments.

B CG-C2 successfully met
CWID Objective 1 by providing
Coast Guard track data from
multiple sources throughout all
operational levels (Command-
er to the various Sectors).

B The CG-C2 system success-
fully exchanged track data in
OTH-Gold format with IT05.37
(JEBC2) and maritime tracks
from HLD COP via CST, en-
hancing information presented
on warfighter displays.

B CG-C2 shared geo-location
track data between Federal
Aviation Administration (FAA)
Air Martime Operations Cen-
ter (AMOC) and CG HQ (HLD/
HLS COP) systems, providing
C2 cohesion.

B CG-C2 provided the platform
to share case files, intelligence
alerts, force mix and asset al-
location data with other HLS/
HLD partners. CG-C2 fused
Deepwater asset information
into a single picture that pro-
vided real-time tactical aware-
ness for USCG planning.

ASSESSMEMT RESULTS:
During CWID 2006, the MOFS
Trial received Warfighter and
Technical Interoperability as-
sessments.

B MOFS successfully met
CWID Objectives 1, 4 and 5.

B MOFS provided a sub-net
relay and web portal for com-
munication and secure data
sharing between deployed
units and shore installations,
enhancing the CTF Command-
er’s situational awareness

and connectivity with deployed
assets.

B Ships exchanged email,
video, audio, and OTH-Gold
track data with users on the
CTF network using HF/UHF
and IP over DVB-T and
broadband satellite.

B The sub-net relay improved
horizontal data access, fusion
and integration, and improved
horizontal information distribu-
tion by allowing four maritime
assets to collaborate and func-
tion as a single COI. An estab-
lished web portal allowed for
improved vertical information
distribution from deployed
maritime assets to shore-
based COls.
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

TRIAL SUMMARY
1IT0O1.63

IPC Multimedia Converged Communications Solution

1. COALITION C2 ®

TRIAL OVERVIEW: The IPC Multim

broadcast of an optimized response

decisions to all concerned parties.

edia Converged Communications Solution (MCCS) is an IP-based audio multime-

dia communications platform enabling quick and efficient information collection, collaboration with stakeholders, and

plan. IPC MCCS integrates mission-critical voice, data and video in a single com-

mand console. It enhances warfighter situational awareness by combining, separate, isolated systems and enabling
seamless crosspatch across wireless and wired communications medium. The system simultaneously sends and re-
ceives data, video and voice as well as providing full recording capability. The IPC MCCS brings a unified approach to
command and control facilitating better decisions and reducing the complexities associated with communicating these

SPONSOR: Federal Emergency
Management Agency (FEMA)
TRIAL LOCATIONS:
USNORTHCOM,

NSWC Dahlgren

TRIAL PARTNERS: None

WARFIGHTER
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

GO TO CD TRIAL DIRECTORY
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1T02.21

¢

Multi National Coalition Security System

2. COALITION INFORMATION SHARING @ 5. NET-CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: The Multi Natio
documents and files for information

MS Office desktop environment.

SPONSOR: Canada

TRIAL LOCATIONS: Canada,
NSWC Dahlgren, SPAWAR,
Hanscom AFB, Australia,
New Zealand, UK

TRIAL PARTNERS: None

WARFIGHTER
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

nal Coalition Security System (MNCSS) enables continuous control of email,
sharing among different coalition forces communities in a single, common, secure

network. Users select mandatory classification markings for newly created documents and emails and then using
Microsoft's Rights Management Services (RMS), files are encrypted at the workstation and decrypted by the recipient.
The encryption and decryption is based on the assigned classification markings and creates a robust environment for
role and community-of-interest based information access. RMS enables digital rights assignment to control data files
and emails and includes the ability to view, modify, print and distribute files. This capability operates within the familiar

R

Microsoft
LS. Author Exchange 2003 Coalition Pastnar A
REL A Can Opén and View REL A
One Network for all
Coalition Partners P
C@ — ‘“'f"-ntﬂ
LS, Authos Coalition Partner B
RELB Can Opon and View REL B

Microsofl Windows Rights
Menagemant Sarvices (RMS)

* Email and Documents are encrypled at workstation and decrypled by recipient
* Only authorized coalition pariners can open and view files
= Data in lransit ks encrypted

ASSESSMEMT RESULTS:
During CWID 2006, the IPC
MCCS Trial received Warfight-
er and Technical Interoperabil-
ity assessments.

B MCCS was moderately
successful in meeting CWID
Objective 1. While MCCS suc-
cessfully bridged the commu-
nications gaps between radios,
telephones, and computers,
MCCS experienced technical
difficulties and reliability prob-
lems at multiple sites which
kept it from showcasing its full
potential.

B MCCS could not view a
CNN news feed on the MCCS
console or receive broad-
casts from another MCCS sta-
tion and warfighters could not
send/receive text alert mes-
sages via radio as originally
planned.

B Warfighters were concerned
that MCCS was too complicat-
ed and needed enhancements
to make the interface more in-
tuitive.

ASSESSMEMT RESULTS:
During CWID 2006, the
MNCSS Trial received Warf-
ighter, Technical Interoperabil-
ity, and Information Assurance
assessments.

B MNCSS successfully dem-
onstrated CWID Objectives 2
and 5.

B Warfighters marked emails
and word documents with clas-
sification, releasability and
precedence information and
distributed the data horizontal-
ly and vertically within and be-
tween COls.

B A majority of the Warfight-
ers agreed MNCSS capabili-
ties provided a step forward
in tightening the security of
shared information.

B |A scans found open ports
with no associations which
could pose security risks.
Other vulnerabilities detect-
ed included Null password on
System Admin account, Ter-
minal Services running, and
Internet Control Message Pro-
tocol (ICMP) requesting Time
Stamps.
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TRIAL SUMMARY

1T02.24
M3Data Information Sharing System

1. COALITION C2 @ 5. NET-CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: M3Data Information Sharing System (M3Data ISS) provides a secure, intelligent middle-ware
solution for Military, Intelligence, and Government applications. M3Data ISS delivers integrated command and control
(C2) applications in a timely and flexible manner, simplifying inter-agency information sharing, interoperability, and
contextual access enhancing situational awareness and decision-making. The system integrates multiple disparate
systems with re-useable software, targeting the specific needs of command and control.

M3Data

Information Sharing System

SPONSOR: Canada
TRIAL LOCATIONS:
Canada, UK

TRIAL PARTNERS: None

WARFIGHTER =
TECHNICAL / INTEROPERABILITY o
INFORMATION ASSURANCE

Fadaral
State
Provencial
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

1IT02.25
Distributed Common Ground System

2. COALITION INFORMATION SHARING @

TRIAL OVERVIEW: DCGS transforms existing USAF DCGS stovepipe systems into open enterprise architecture and
creates a worldwide net-centric DCGS systems consisting of all DCGS nodes working together as one single enter-
prise. DCGS is a globally integrated, distributed and collaborative information technology enterprise providing continu-
ous on-demand full spectrum dominance intelligence brokering for American and Coalition forces. The environment
provides physical and electronic distribution of Intelligence, Surveillance and Reconnaissance (ISR) data, process and
systems. DCGS overcomes interoperability obstacles in Joint and Coalition environments by enabling posting of cur-
rent data to the network for immediate use by analysts and warfighters. Integrated with other assets, DCGS improves
battlespace situational awareness.

SPONSOR: Canada
TRIAL LOCATIONS: Canada,
NSWC Dahlgren, SPAWAR,
Hanscom AFB, UK
TRIAL PARTNERS: None

WARFIGHTER - .

INFORMATION ASSURANCE
SYSTEMS ENGINEERING

ASSESSMEMT RESULTS:
During CWID 2006, M3Data
ISS received Warfighter, Tech-
nical Interoperability and
Information Assurance assess-
ments.

B M3Data successfully met
CWID Objective 1 by providing
the ability for rapid and agile
integration of disparate knowl-
edge bases and by providing
secure access to those inte-
grated knowledge bases.

B M3Data successfully dem-
onstrated CWID Objective 5
by functioning as a middle-
ware platform allowing data
collection from multiple sourc-
es through a single web-based
access point. Data sources
included GCCS, Red Force
Web-based Encyclopedia, sim-
ulated “MIDB” Server, file serv-
er with MS Word and PDF
documents, and the Share-
Point CWID document collabo-
ration service.

B M3Data Agent added a new
data file server to search and
easily demonstrated creating
a machine-to-machine link for
improving the machine-to-hu-
man interface.

ASSESSMEMT RESULTS:
During CWID 2006, DCGS re-
ceived a warfighter assess-
ment and a SEIWG evaluation.

B DCGS successfully met
CWID Objective 2 by providing
merged situational awareness
through a common operation-
al picture. The trial provided
real-time control and dynam-
ic re-tasking of ISR production
assets.

B The federation of DCGS
nodes in U.S. and Canada
demonstrated the distribut-

ed nature and the ability of the
DCGS Integration Backbone
to enable distributed access to
ISR information and exploita-
tion for information sharing be-
tween functional areas.

B Network power supply fail-
ures in Canada limited the
amount of time the tool was
used. Some warfighters in
Canada indicated that many
tool capabilities were not ful-
ly explored. However, they
liked the parts of DCGS that
they used, commenting that
it worked well and was easy
to use.

r. = = - o .
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

TRIAL SUMMARY

1T02.45
Command Center Portal Framework

2. COALITION INFORMATION SHARING @

TRIAL OVERVIEW: Command Center Portal Framework, (CCPF) is a collection of applications that form the founda-
tion and framework of a command and control (C2) Coordination Centre or Collaboration system. For CWID 2006, the
CCPF incorporated xWaveCP, a situational awareness portal, Open Source Intelligence Centre (OSIC), and xWave
Request for Information Manager (RFIM) into a single web based portal. The framework allowed coalition command
staff to create, organize, share, discover, task and brief information about specific tasks. The framework supports
extensive connectivity to systems and data, staff efficiency, collaborative planning and shared situational awareness.

xwaveCP —
SPONSOR: Canada : e
TRIAL LOCATIONS: I I I I |
Canada, USNORTHCOM, e = mware | | o
Australia, New Zealand, UK N Faciat Sarvices | | Conada us ™ boiad "'F:_“' prrian
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WARFIGHTER l
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

1IT03.09 ‘

SecretAgent Document Access Servlet

5. NET-CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Document Access Servlet (DAS) is a net-centric solution facilitating encrypted document sharing
amongst authorized participants in a static or frequently changing environment and across command components.
DAS allows updated document access rights to reflect real-time communities of interest (COls), enhancing coalition
information sharing in rapidly changing scenarios. DAS, in combination with SecretAgent, protects all types of files, at
rest and/or during transmissions, independent of document storage and network transport mechanism employed by
COls. DAS expedites distribution of sensitive documents to COls, is easy to use, and protects COIl access changes in
real-time. This solution provides for secure C2 relationships and improves the commanders’ ability to securely receive
and disseminate information.
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ASSESSMEMT RESULTS:
During CWID 2006, the CCPF
Trial received Warfighter and
Technical Interoperability as-
sessments.

B CCPF successfully achieved
CWID Objective 2 by demon-
strating portal technology to
pass requests for information
(RFIs).The portal was stable
and most warfighters found it
easy to use. However, some
users thought the application
could be streamlined to meet
their operational needs.

B CCPF successfully achieved
its stated objective of coalition
information sharing by provid-
ing the capability to manage
request for information as well
as provide access to structured
knowledge via a web portal.

| A useful feature of the tool
was the inclusion of the RFI
originators email in the RFI
that allowed the user to contact
the originator if more informa-
tion was required.

ASSESSMEMT RESULTS:
During CWID 2006, the DAS
Trial received Warfighter, Tech-
nical Interoperability, and
Information Assurance assess-
ments.

B DAS successfully demon-
strated CWID Objective 5 by
providing the user a web portal
interface to download, encrypt
and decrypt files. DAS showed
enhanced information assur-
ance with the SecretAgent
software, and improved vertical
and horizontal information dis-
tribution between military and
HLS/HLD COls.

B DAS was a user-friendly ap-
plication requiring minimal
training. Warfighters supported
fielding in a military and HLS/
HLD operational environment.

B SecretAgent software of
IT03.09 is NTTSP11 compliant
based on FIPS 140 certificate
and full evaluation of the crypto
element by NSA.

A detractor to the trial was
that IA found open ports with
no associations and Trojan sig-
natures on several of the open
ports. The open ports could
create system vulnerabilities.
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TRIAL SUMMARY

1IT0O3.16
Intelligent Road/Rail Information Server

3. INTEGRATED LOGISTICS ®

TRIAL OVERVIEW: Intelligent Road/Rail Information Server (IRRIS) is a fully secure, web accessible, geographic
information system (GIS) that tracks critical supply chain assets and provides a common logistical picture for the ship-
ment of goods. IRRIS is the only one-stop shop on the web that provides total asset visibility and in-transit visibility
for shipping and logistics with real-time Global Positioning System (GPS) tracking. The system leverages open-archi-
tecture technology providing a simple mapping interface, which is as easy to use as Internet Explorer. IRRIS’s suite
of functionalities includes geospatial data and detailed mapping, asset tracking, vehicle routing, live data and alerts,
alerts and notifications and plume analysis.

A
N

SPONSOR: US Army
TRIAL LOCATIONS: USEUCOM,
USNORTHCOM, NSWC Dahl-
gren, SPAWAR

TRIAL PARTNERS: 1T05.32,
IT05.37

WARFIGHTER
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

GO TO CD TRIAL DIRECTORY
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

1IT04.03 ‘
Wide Area Interoperability System and ACU-1000

1. COALITION C2 @

TRIAL OVERVIEW: The ACU-1000 and WAIS system enables collaboration and information dissemination between
disparate communications systems and enhances seamless interoperability in a net-centric environment. The ACU-
1000 seamlessly links radios, cellular, and land-line phones directly and over IP networks, providing local, regional,
state, and wide-area interoperability. From homeland security to local public safety, from mission critical military
application to the latest commercial requirement, the WAIS and ACU-1000 interoperability technology offers a robust
communications solution for incident command management.

I Eispatch Position
SPONSOR: USNORTHCOM !
TRIAL LOCATIONS: |
USNORTHCOM I
TRIAL PARTNERS: None

' e
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TECHNICAL / INTEROPERABILITY Q[aia)|=Rot e s
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ASSESSMEMT RESULTS:
During CWID 2006, IRRIS
received Warfighter and Tech-
nical Interoperability assess-
ments.

B |RRIS successfully demon-
strated Objective 3 by providing
effective logistics information
for personnel and supplies as
well as providing clear logisti-
cal and transportation data via
email and screen shots in a
timely manner.

B |[RRIS successfully integrat-
ed with 1T05.32, who provid-
ed a single signed-on to IRRIS
web site, and was able to for-
ward track data via OTH GOLD
messages through 1T05.37 to
GCCS TOP COP satisfying
CWID Objective 5.

| Utilizing Total Asset Visibili-
ty (TAV) and In-Transit Visibility
(ITV) functions IRRIS demon-
strated transportation security,
logistics and real-time tracking
capabilities. Additionally, IRRIS
passed Geo Imagery data via
SMTP, SSL and SOAP to the
TOPCOP via JEBC2.

B Warfighters viewed IRRIS as
a good tool for tracking surface
vehicles, but recommended a
software enhancement

to differentiate the cargo
between trucks.

ASSESSMEMT RESULTS:
During CWID 2006, the WAIS
and ACU-1000 Trial received
Warfighter and Technical In-
teroperability assessments.

B WAIS & ACU-1000 success-
fully met Objectives 1 & 5.

B Utilizing VOIP technology
WAIS & ACU-1000 bridged an
existing local interoperability
system to a wide area interop-
erability system enabling col-
laboration between DoD and
Homeland Security/Homeland
Defense (HLS/HLD)

® WAIS and ACU-1000 al-
lowed UHF (465 MHz)/VHF
(170.650 MHz) radios, a Cellu-
lar phone and a laptop, using
different frequencies, to com-
municate with each other im-
proving vertical and horizontal
voice information distribution.

m WAIS and ACU-100 formed
Talk Groups made up of all
possible combinations of radi-
os and devices that included
adding a laptop and telephone
to the communication chain.
The laptop with PCNXU soft-
ware was able to communicate
with all radios (UHF and VHF)
connected to WAIS.
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

1IT0O4.33
Logik v. 3.0 for Rapid Intelligence Analysis and Exploitation

4. CONTINUITY OF OPERATIONS @

TRIAL OVERVIEW: Logik quickly processes large quantities of text data to support rapid intelligence analysis and ex-
ploitation that leads to timely and improved situational awareness for Combat Operations, Threat Assessment, Counter
Intelligence, Counterterrorism, Intelligence Collection Planning, and Identification of Intelligence Gaps. The system
provides superior keyword filtering enabling rapid intelligence information gathering and analysis. Logik processes
information in eight languages including English, French, German, Dutch, Spanish, Portuguese, Japanese, and Arabic
but additional languages can be added. Logik [machine] translates summaries and documents into seven languages
including English, French, German, ltalian, Japanese, Spanish and Portuguese.

SPONSOR: Canada 3 o
TRIAL LOCATIONS: Canada,
USEUCOM, USNORTHCOM,
NSWC Dahlgren, SPAWAR, Ul

TRIAL PARTNERS: None
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1ITO4.36
Global Broadcast Service

1. COALITION C2 @ 4. CONTINUITY OF OPERATIONS @ 5. NET-CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: The Global Broadcast Service (GBS), a fielded program of record, is a network-centric service
extension of the Global Information Grid (GIG) and provides worldwide, high capacity, one-way transmission of video,
imagery, intelligence and order of battle data. Data is sent to transportable Receive Suites (RS) or shipboard RS and
used to support land or sea based forces in garrison, in transit and in theater. GBS added a new suite of capabilities
and technologies that included a man-packable receive terminal and a prototype Theater Injection Point (TIP) sup-
porting injection of tactical data. The TIP is a small rack-mounted, transportable GBS broadcast management system.
TIP extends uplink capabilities to deployed warfighters and enables data broadcasts from disconnected or bandwidth
constrained tactical operational centers.

SPONSOR: DISA

TRIAL LOCATIONS:
USNORTHCOM,

NSWC Dahlgren

TRIAL PARTNERS: IT05.37

ASSESSMEMT RESULTS:
During CWID 2006, the Logik
Trial received Warfighter and
Technical Interoperability as-
sessments.

M | ogik successfully met Ob-
jective 4 by permitting users
to sift through large volumes
of information and pull out the
pertinent data required to en-
hance the commander’s ability
to plan, communicate, and af-
fect coalition operations.

B Using Logik, users accessed
libraries located on a server in
San Diego, rapidly searched
large quantities of informa-
tion, identified the files’ con-
tents and retrieved only the
predominant themes. This pro-
cess saved valuable time when
quick information analysis and
prioritization was required.

B The majority of properly
trained users found Logik very
intuitive. Overall, the trial re-
ceived high warfighter remarks
as those who saw the tools rel-
evance were very impressed.

ASSESSMEMT RESULTS:
During CWID 2006, the GBS
Trial received a Warfighter as-
sessment and a SEIWG eval-
uation.

B GBS had equipment and
technical issues prior to execu-
tion that prevented demonstra-
tions of their new capabilities.
(Other than Secret Enclave
and Communication On The
Move [COTM])

| With the aid of a partnering
trial, GBS streamed video data
from unclass to the CTF en-
clave in a Net Centric environ-
ment but the video quality was
inconsistent.

B The Man-Packable RBM
prototype was a CWID high-
light and is ready for immedi-
ate procurement and delivery.

B GBS received, and broad-
cast data (e.g. weather, intel,
video) successfully between
Dahlgren to USNORTHCOM
on the HLS/HLD network dem-
onstrating objectives 1, 4

and 5.
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TRIAL SUMMARY

1T04.46
Joint C4 Coordination Support System

4. CONTINUITY OF OPERATIONS @

TRIAL OVERVIEW: Joint C4 Coordination Support System (JCCSS) provides the capability to gather and report fixed
and deployable National Guard C4 asset locations, readiness and status. JCCSS enables continuous situational
awareness of assets enabling Homeland Security and Homeland Defense decision makers and partners to coordinate
and position communications assets across a region in response to emergencies. JCCSS capabilities developed were
part of an overall Joint Information Exchange Environment (JIEE) requirement identified in the USNORTHCOM - Na-
tional Guard Bureau Joint CONUS communications Support Environment (JCCSE) Concept for Joint C4.

SPONSOR: National

Guard Bureau

TRIAL LOCATIONS:
USNORTHCOM,

NSWC Dahlgren

TRIAL PARTNERS: 1T01.48,
1T05.47

WARFIGHTER
TECHNICAL / INTEROPERABILITY

INFORMATION ASSURANCE
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

1IT0O4.61
Maritime Command and Control Information System-Italy

1. COALITION C2 ®

TRIAL OVERVIEW: The ltalian Maritime Command & Control Information System (MCCIS-I) allows the Maritime
Commanders and their Staffs to automatically acquire, analyze, display, and maintain large quantities of information.
MCCIS-I electronically processes multiple source data, displays the information in various Command and Control (C2)
applications and provides users the ability to manipulate the data for Strategic, Operation, and Tactical Command deci-
sion makers. For CWID 2006, MCCIS-I interoperated and integrated with the US Joint Global Command and Control
System (GCCS-J) and the Maritime Global Command and Control System (GCCS-M).

SPONSOR: ltaly
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ASSESSMEMT RESULTS:
During CWID 2006, JCCSS
received Warfighter and Tech-
nical Interoperability assess-
ments.

Hm JCSS focused on tracking

NGB incident area C4 assets
and successfully met Objec-

tive 4 capabilities by sending
data layers to the HLD COP

Manager.

B On JCSS Guard Knowledge
Online portal, incident respond-
ers used the NGB Layer Editor
to create data layers outlin-

ing locations of C4 assets.
This information was viewed
on NASA WorldWind and ac-
cessed through the Joint Oper-
ations Environment (JOE). The
Layer Editor was also used to
enter responders to an inci-
dent. The resulting tracks were
viewed on the NASA World-
Wind at USNORTHCOM.

B Supported the sharing of C4
asset location and readiness
to promote continuity of C4 op-
erations from incident area to
state and national levels.

B Provided decision support
relative to operating conditions
(i.e., inform decision makers
on remote deployments based
on available incident area com-
munications).

ASSESSMEMT RESULTS:
During CWID 2006, the MC-
CIS-I Trial received a Technical
Interoperability assessment.

B MCCS/Italy successfully ex-
changed data with GCCS and
demonstrated Joint Command
and Control capabilities from
Objective 1.

B MCCS/Italy successfully pro-
vided Recognize Maritime Pic-
ture (RMP), Message Text
Format (MTF), data and email
exchange, testing the new re-
lease (5.1) capabilities to be
fully interoperable and inte-
grated with other C4| systems
within NATO and Coalition Na-
tions.

B GCCS-J successfully re-
ceived and displayed the RMP
on the Top COP. This was an
automated process whereas
the ltalian trial sent an email
with the RMP embedded di-
rectly to the GCCS-J between
USEUCOM and SPAWAR,
San Diego.
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

IT0O5.06
Visual Assistant for Information Assurance

1. COALITION C2 @ 2. COALITION INFORMATION SHARING @ 5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Visual Assistant for Information Assurance (VIAssist), an integrated visualization system, inte-
grates best-of-breed tools transforming arcane network security data into relevant statistical and relational graphics.
VIA Assist supports information assurance (IA) analysts and operational decision makers to increase cyberspace situ-
ational awareness (SA) and improve decisions. Network operators review and analyze data from disparate IA/Com-
puter Network Defense (CND) systems and analyze massive volumes of network/cyber security data to determine the
sources and forms of critical events threatening mission survivability. VIAssist provides global SA as well as detailed
awareness of individual critical events. Operators view |A data from multiple sensors and graphically depict its data
source from multiple perspectives.
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SPONSOR: US Air Force

TRIAL LOCATIONS:

NSWC Dahligren, New Zealand
TRIAL PARTNERS: None
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1IT05.13 ‘

Coalition Command Collaboration Services

1. COALITION C2 ® 4. CONTINUITY OF OPERATIONS @

TRIAL OVERVIEW: Coalition Command Collaboration Services (CCCS) is an integrated suite of collaboration tools
and an enabling platform for integrating C4ISR applications hosted within SharePoint (e.g. XML, SOAP, using web
parts, and .net patterns and practices). CCCS focuses on improving integration with the next generation information
(Windows Vista, Office 12, SharePoint Portal & Groove Virtual Office) capabilities from Microsoft to produce a Com-
mand and Control (C2) console that adapts to integrating data from the edge of the network (e.g. weapons and sen-
sors). CCCS demonstrates a federated security infrastructure information exchange between Military, Coalition, State
and Federal Statuary organizations. CCCS provides efficiencies in bandwidth utilization, application integration, secure
federated data sharing, and enhanced data protection.

@

SPONSOR: Australia

TRIAL LOCATIONS: Australia,
Canada, New Zealand

TRIAL PARTNERS: None

e

WARFIGHTER

TECHNICAL / INTEROPERABILITY

INFORMATION ASSURANCE ] )

ASSESSMEMT RESULTS:
During CWID 2006, VIAssist
received Warfighter and Tech-
nical Interoperability assess-
ments.

M VIAssist successfully met
CWID objectives 1, 2 and 5,
providing user friendly, easy-
to-interpret visual displays of
external and internal network
operations.

B The VIAssist dashboard pro-
vided a concise overview of
network traffic and threats, pro-
viding analysts over 30 distinct
tools to interpret IP address
traffic and create a comprehen-
sible report for commanders to
collaborate and disseminate in-
formation to COls.

B V|Assist’s visual demon-
stration permitted command-
ers to effectively brief network
vulnerabilities and threats to
personnel of varying levels of
expertise, providing clear situ-
ational awareness of computer
network defense (CND).

B VIA toolkit successfully ana-
lyzed data to filter out connec-
tions, analyzed data to/from
.mil domain to IP addresses
deemed unusual, and provided
a situational awareness brief-
ing transmitted via email.

ASSESSMEMT RESULTS:
During CWID 2006, the CCCS
Trial received Warfighter and
Technical Interoperability as-
sessments.

B CCCS successfully CWID
Objectives 1 and 4 by demon-
strating an enhanced collabo-
ration environment featuring
an integrated suite of collabo-
ration and office tools, allow-
ing operational information
exchange between federat-
ed forces in an easy (familiar)
fashion.

B Using the Groove virtual
workspace within its collabora-
tion tools, CCCS successfully
demonstrated remote Micro-
soft Word and/or PowerPoint
file sharing. The data type/for-
mat/transport mechanism for
data exchanges included Text/
XML/SOAP.

B Additionally, CCCS dem-
onstrated chat and telephone
conferencing within its collab-
oration tools. The data type/
format/transport mechanism
for data exchanges included
Voice/SIMP Chat/SOAP and
Chat/Chat/SIP over TLS.
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TRIAL SUMMARY

1IT0O5.17
WMD Collaborative Advisory Response System

5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: The Weapons of Mass Destruction Collaborative Advisory Response System (WMD CARS) pro-
vides the Department of Defense (DOD), Homeland Security/Homeland Defense (HLS/HLD), and Coalition partners
an unimpaired information-sharing tool in the event of a WMD occurrence. WMD CARS is a multi-use open-framework
resource for deliberate and crisis action planning at strategic and operational levels. WMD CARS fuses dissimilar
information and distributes critical information to the strategic decision maker to support consequence management,
force protection, and military assistance to civil authorities in the event of hostile chemical, biological Radiological, and
nuclear (CBRN) events.

SPONSOR: DTRA CECTLNN SUPPORT BTORBTI0 N DEL PJERY

TRIAL LOCATIONS:
USEUCOM, USNORTHCOM,
Australia

TRIAL PARTNERS: None
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1IT0O5.32
Guard Net Portal

1. COALITION C2 ®

TRIAL OVERVIEW: The GuardNet Portal (GNP) is a web-based tool providing role-based access and a single sign-on
to communications media, tools such as chat, Voice over IP (VoIP), and documents. GNP acts a virtual switch linking
those with data to those who need the data. It is easy to use and allows access to diverse tools securely; data and
tool owners maintain control.

Protscted Toals, CHAT, Web Portal
Decuments, #t,

SPONSOR: US Nav Rele-Based

TRIAL LOCATIONS: Ssatien Chnerel ‘ _
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ASSESSMEMT RESULTS:
During CWID 2006, the WMD
CARS Trial received Warfighter
and Technical Interoperability
assessments.

B WWMDCARS successfully
satisfied its primary objective
by providing users a means of
observing, creating and then
forwarding information to in-
terfacing systems. Utilizing an
open portal URL users could
view graphic and textual data
types, text documents, Power
Point Documents, and GCCS
(OTH-Gold) tracks.

B The dynamic mapping prod-
uct provided detailed data for
CBRNE events and their po-
tential effects including the
WMD CARS plume on the US-
NORTHCOM HLD COP.

B Warfighters effectively ana-
lyzed the data and made ap-
propriate decisions towards
CBRNE events. The system
also provided quick updates
to the local commander, in-
creasing his overall situational
awareness.

ASSESSMEMT RESULTS:
During CWID 2006, the GNP
Trial received Warfighter, Tech-
nical Interoperability, and
Information Assurance assess-
ments.

B GNP users experienced
technical difficulties at various
sites throughout CWID 2006,
leading to partially satisfying
objectives 1 and 5. Warfighters
commended the trials ideas
were intriguing but system reli-
ability and not so user- friendly
interfaces limited their ability to
successfully operate it.

B GNP successfully demon-
strated a single sign-on sys-
tem with users logging into
JFHQ workstations. Once
logged into GNP, users ac-
cessed a partner trial IT03.16
IRRIS and GNP Chat without
a new login process. While
multiple single sign-on meth-
ods (JFHQ workstation, web-
enabled cell phone, WiFi, PDA
& CAC) were advertised, only
the JFHQ workstation and PDA
methods were utilized.

M |A scans successfully vali-
dated GNP’s PKI Certification
denials but a detractor to the
trial was that open ports with
no associations were found
which created vulnerabilities.
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COALITION WARRIOR INTEROPERABILITY DEMONSTRATION
TRIAL SUMMARY

1T05.37
Joint Effects Based Command and Control

1. COALITION C2 @

TRIAL OVERVIEW: Joint Effects Based Command and Control (JEBC2) system provides an integrated architecture
for Coalition, Joint, Federal and Civil Commanders, and analysts to share C2 information for planning, execution, and
consequence management. JEBC2 consists of a Multi-level Security Information Infrastructure (M12), a Warfighter
Machine Interface (WMI) capability, and an Information Management (IM) capability. The WMI capability integrates
mission applications into a common display while the IM capability brokers data in a Network Centric environment.
The MI2 infrastructure combines information management and information assurance technologies allowing civil,
government, and military communities to securely share information in real-time between classified and unclassified
networks.

SPONSOR: USNORTHCOM
TRIAL LOCATIONS:
USEUCOM, USNORTHCOM,
SPAWAR, Canada

TRIAL PARTNERS: 1T01.20,
IT01.54, 1T03.16, 1T04.36,
1T05.32, IT05.51

WARFIGHTER
TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE
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1IT0O5.41
Knowledge Management Framework

5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Knowledge Management Framework (KMF) provides a data/information centric architecture
integrating various sources of information for analysis in a web based, standard environment. The KMF framework
integrates several knowledge analysis and exploitation tools under a common portal. Users/analysts access, discover,
and exploit multiple data sources and quickly develop tailored intelligence products for tactical and strategic opera-
tions. The main components of the system are the Ingest and Exploitation System, Metadata Repository, Knowledge
Extraction Tools, Integrated Collaboration and Federated and Geospatial Search.

SPONSOR: Canada
TRIAL LOCATIONS: Canada
TRIAL PARTNERS: None

KMF System Architecture (High Level)
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ASSESSMEMT RESULTS:
During CWID 2006, JEBC2 re-
ceived Warfighter, Technical In-
teroperability, and Information
Assurance assessments.

M Objectives 1, 2, and 5 were
met, however, Objective 3 was
not met as JEBC2 did not cre-
ate or provide any logistics
data on its own.

m JEBC2 demonstrated vary-
ing technology integrations
on the WMI via dynamic infor-
mation sharing and provided
alerts from low to high securi-
ty domains with one-way data
diode. Alerts propagated were
successful.

B JEBC2 demonstrated abil-
ity to collect track, video, and
logistical data in a Net Cen-
tric environment for display

on WMI as well as distribut-
ing data among other trials and
systems. Some warfighters ex-
perienced data display and ac-
cess inaccuracies.

B JEBC2 successfully demon-
strated chat interoperability be-
tween XMPP and MIRC chat
protocols.

B A detractor to the trial was

that open ports with no asso-
ciations were identified which
created vulnerabilities.

ASSESSMEMT RESULTS:
During CWID 2006, the KMF
Trial received Warfighter as-
sessment and a SEIWG eval-
uation.

B Successfully demonstrated
Objective 5 capabilities during
CWID execution.

B While KMF’s user base was
very small (Canada only), war-
fighters that used the trial felt
that KMF supported their tasks
very well. Once familiar with
the tools of the suite, KMF
greatly accelerated the data
discovery process.

B KMF warfighters created re-
ports and knowledge products
to satisfy RFls. The KMF col-
laborative tool allowed war-
fighters to track and share doc-
uments and images with the
ability to annotate and store
comments with each product.
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TRIAL SUMMARY

1T05.47
HLS/HLD Collaborative Information Exchange Environment

5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Homeland Security/Homeland Defense Collaborative Information Exchange Environment (HLS/
HLD CIEE) demonstrates a joint information exchange environment supporting inter-agency situational awareness,
National Guard (NG) vertical and horizontal incident information sharing as well as Request for Information (RFI) and
Request for Assistance (RFA). CIEE provides tools supporting interagency information sharing and mission coordina-
tion, NG RFA and RFI and event logging processes, and Global Information System (GIS) visualization and common
operational picture (COP) development. These capabilities were developed as part of an overall Joint Information
Exchange Environment (JIEE) requirement identified in the USNORTHCOM - NGB Joint CONUS communications
Support Environment (JCCSE) Concept for Joint C4.

SPONSOR: National

Guard Bureau

TRIAL LOCATIONS:
USNORTHCOM,

NSWC Dahlgren

TRIAL PARTNERS: 1T01.48,
IT04.46

System Functions: Provide Baseline J
Indirmadion Exchange books 1o suppont - 1)
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mEssion coondination , T] Nasonal Guard RFA
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1IT0O5.51 ‘
FORCEnet Distributed Channel Services

1. COALITION C2 ® 5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: FORCEnet Distributed Channel Services (FnDCS) supports timely decision-making across nets
such as the Internet and provides interoperability with other service-oriented architectures even in bandwidth-con-
strained operations. Using distributed channel services and semantic web features and functions, FNDCS enables co-
alition collaboration with context, time and space relations to (1) improve information assurance, (2) improve horizontal
data access, fusion and integration and (3) improve vertical and horizontal information distribution in maritime and
homeland defense situations. Persistent FnNDCS chat and text-to-voice intelligent notification functions aid in continuity
of operations.

SPONSOR: US Navy EUCOM CTF MNORTHCOM HLDMHLS
TRIAL LOCATIONS: Wt Drssvar [ —
USEUCOM, NSWC Dahlgren, dar Ehetnd Ul Dafird
SPAWAR, Australia, -l || || P
New Zealand, UK
TRIAL PARTNERS: IT05.37
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ASSESSMEMT RESULTS:
During CWID 2006, the HLS/
HLD CIEE Trial received War-
fighter and Technical Interoper-
ability assessments.

B HLS/HLD CIEE successful-
ly met Objective 5 by creating
the JOE portal which set-up an
information exchange environ-
ment for IT01.48 and 1T04.46.
Two distinct NGB web based
tools, the JIEE tool and the
Joint Operations Environment
(JOE) tool in addition to CWID
core services provided the in-
formation exchange mecha-
nism.

B NG personnel used the JIEE
tool to exchange information
within the NG. The JOE tool
enabled other agencies, such
as USNORTHCOM, to access
incident logs, receive RFls,
and view NGB assets.

B HLS/HLD CIEE enabled in-
cident response information
sharing such as SITREPS,
OPPLANS, alerts, and COP
data within States or across
States (horizontal informa-
tion dissemination) and from
incident areas to National
Operations Centers (i.e. US-
NORTHCOM -vertical informa-
tion dissemination).

ASSESSMEMT RESULTS:
During CWID 2006, the
FnDCS Trial received Warfight-
er, Technical Interoperability,
and Information Assurance as-
sessments.

B FnDCS successfully re-
ceived raw data tracks, fused
them with ambiguous sensor
track data and passed them
to JEBC2 (its partner). FnDCS
did not fully meet Objective

5 since repeated display dis-
crepancies disrupted the com-
manders maritime picture and
impacted the trials overall ef-
fectiveness.

B FnDCS successfully demon-
strated CWID Objective 1
using a persistent Universal
Chat Client tool that was very
functional, easy to use, and
became the primary command
and control circuit for Navy role
players at Dahlgren.

W A detractor to the trial was
that IA scans encountered Tro-
jan signatures on several open
ports as well as several other
vulnerabilities for the version
of SSH, limiting cryptographic
transmissions.
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TRIAL SUMMARY

1IT05.52

Rapid Triage Medical Workbench

5. NET CENTRIC ENTERPRISE SERVICES @

TRIAL OVERVIEW: Rapid Triage Medical Workbench (RTMW) is a software tool for military and civilian front-line
emergency responders and medical personnel to collect and share casualty information. RTMW improves emergency
care during a mass casualty by providing access to a central source of data for patient tracking including alternate
hospital location and medical problem details.

All Hazards Mass Casualty System

SPONSOR: USNORTHCOM |

TRIAL LOCATIONS:
USNORTHCOM, NSWC Dahl-
gren, SPAWAR, Canada
TRIAL PARTNERS: None

WARFIGHTER
TECHNICAL / INTEROPERABILITY

INFORMATION ASSURANCE
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1IT0O5.66

Coalition Shared Information Environment

2. COALITION INFORMATION SHARING @

TRIAL OVERVIEW: Coalition Shared Information Environment (COSINE) facilitates sharing information within a
multi-domain, secure, coalition architecture between allied and coalition partners. Based on the COSINE architecture,
product control always remains with the data owner/publisher. Users pull documents rather than COSINE pushing
documents. This architecture preserves and protects source management functionalities. COSINE facilitates informa-

tion management and collaboration

between interconnected systems. COSINE uses standard Web services technol-

ogy for inter-process communications and data transfer.

SPONSOR: NATO

TRIAL LOCATIONS: NATO,
USEUCOM

TRIAL PARTNERS: None

g

I 0 e el iy
I e s

WARFIGHTER

TECHNICAL / INTEROPERABILITY
INFORMATION ASSURANCE

W Relsasitebty of
" % B Tt e Voo et o i P Docuamant b
Bt ey by e r— oSG L Vuisheialin] ol
[ [T
W T ooy by it R Ty W 56 g
e T4, ard 5 e ey S
B COAE s MO mschuispcnany. COLBL sty 8 e
) nformtion container Pl e e PR —— i et
ot e reaRging e asiutwr of
[ P A gy Jri—a—ry
Eramngas] Ly b ek B e dTarg B e e
prozagImon though wpoaried Tha
Rt i T S e
pited HETRAMIFICE | B Bowndary Pestection B e wmgaris m e [
| Dwvices (I Jre i g e f——
| -t sz, by e it s o vcagranon
71 The e ied e L8 reprry rerar, matinn

B OO b mrachasium B Sapratiee srnl ey B D cold b @ G

A © T

| By protmied on the
| ™ S (husrchisre o sofcasrs]

ASSESSMEMT RESULTS:
During CWID 2006, the RTMW
Trial received Warfighter and
Technical Interoperability as-
sessments.

B RTMW successfully dem-
onstrated CWID Objectives 5
and 3.

B RTMW successfully demon-
strated a web-based/browser
solution that provided a cen-
tral data source to track and
update patient status during

a mass casualty event. Data
was entered into and retrieved
from the database through a
web browser via Transmission
Control Protocol/Internet
Protocol (TCP/IP) HTTP.

B RTMW also limited data
base access based on us-

ers’ roles, provided easy view-
ing and record updating and
shared information across lo-
cal, state and national informa-
tion boundaries.

B A user-friendly application,
RTMW provided accurate and
fast information flow from the
simulated disaster area to
medical facilities.

ASSESSMEMT RESULTS:
During CWID 2006, the CO-
SINE Trial received Warfighter,
and Technical Interoperability
assessments.

B COSINE successfully dem-
onstrated its primary and sec-
ondary objectives (2 and 5).

B Successfully demonstrated
Coalition Information Sharing
with a planned straightfor-
ward approach to data sharing.
COSINE provided seamless
exchange of information be-
tween the NATO Response
Force and Coalition Task Force
across security boundary de-
vices.

B COSINE’s improved infor-
mation sharing and synchro-
nization processes allowed
users to access, review, and
approve intelligence reports as
well as permit operators to dy-
namically control file permis-
sions and hosting.
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BACKGROUND

HISTORY OF CWID

: CWID traces more than 16 years of history to
¢ establishment of the Secure Tactical Data Net-

: work (STDN) series originated by the U.S. Army
: to demonstrate emerging command, control,

: communications and computer (C4) capabilities.

STDN 1 and 2 concentrated on Army-only is-

. participation. The Joint Staff recognized that ad-
: vances in communications and information tech-
: nology in the public sector were outpacing De-

: partment of Defense (DoD) capabilities.

: The Joint Staff assumed sponsorship of the
: STDN series in 1993 under the C4l for the War-
. rior concept. The Defense Information Systems
* Agency (DISA) was directed to be Executive

* Agent, in concert with a lead Service, to orga-

. nize network experiments, bringing emerging

: public sector and other government agency tech-

nologies into DoD projects and into war-fighters’
: sphere of recognition. DISA was also directed to
: improve joint C4 interoperability.

: In 1994, annual STDN efforts evolved into the
. first Joint Warrior Interoperability Demonstration
: (JWID). The Air Force was lead service and U.S.
: Atlantic Command was host combatant com-

- mand. The idea of moving from a static, one-di-

time, multi-dimensional battlespace picture be-
: came reality to joint and combined warfighters.

: Key efforts in JWID ‘94 included demonstration
. of baseline segments of what became the Glob-
- al Command and Control System (GCCS). Six

: weeks after the conclusion of JWID ‘94, GCCS

* mand supporting military operations in Haiti. Full
. operational deployment of GCCS to all combat-

¢ ant commanders occurred within 12 months

: after JWID ‘94.

: In 1997, the Chairman of the Joint Chiefs of

. Staff mandated interoperability in Joint Vision

: 2010, envisioning future conflicts as coalition op-
. erations. JWID assisted that vision, establishing
. itself as a coalition interoperability forum through
. invitations to Combined Communications Elec-

. tronics Board (CCEB) nations (Australia, Cana-
. da, New Zealand and the United Kingdom) and

: NATO beginning with JWID ‘94 and continuing

: to the present. While invited participants used

¢ JWID to perform their own technology demon-

. strations and joint interoperability trials, their

¢ main intent was to promote and ensure C4

: interoperability with the U.S.

§ EXPANSION

¢ In 1998, JWID evolved into a two-year pro-

1 cess to pursue selection and limited fielding of
: C4 technologies to warfighting combatant com-
: manders. The Theme (first) Year conducted

: demonstrations and interoperability trials and se- HOMELAND SECURITY

: lected “Gold Nuggets” for support and continued
: improvement during the Exploitation (second)

. Year, with eventual fielding to combatant com-

- mands. JWID ‘98 fielded three Gold Nuggets

. to warfighters.

¢ U.S. Y2K concerns drove JWID ‘99-R to focus
: only upon coalition interoperability trials between
: the U.S. and CCEB/NATO nations.

: To more easily promote trials and other Com-

: mand, Control, Communications, Computers

INFORMATION

: and Intelligence (C4l) experiments, the Coalition
* Wide Area Network (CWAN), established annu-
. ally for JWID, evolved into the standing Com-

. bined Federated Battle Laboratories Network

. (CFBLNet). The network permits C4l experimen-
: tation among the U.S. and nations of CCEB/

: NATO year-round, using systems jointly owned

: : and managed by CFBL membership.

¢ sues while STDN 3 brought the first multi-service :

JWID ‘00-‘01 restored the two-year cycle, with

to multiple DoD networks.

COALITION INTEROPERABILITY

JWID 2002 featured transition from a limited

JWID 2003 took coalition interoperability to

. new heights. USPACOM guided the CTF and,

: for the first time, Japan, South Korea, Thailand

. and Singapore provided staffing to expand in-

. formation exchange over dual domains. One

. key focus for 2003 included management of in-
: formation exchange between the traditional 6-

: eyes network to a larger, more robust 10-eyes

: network. The larger network was vital to JWID’s
: success because Pacific Rim nations needed

: effective information to serve in MTF staff posi-
: tions. JWID 2003 addressed multi-level security
: technical solutions and refinement of coalition

. policies and procedures to overcome issues sur- :
: rounding information exchange. :

DISA assumed duties as the lead agency, pro-

JWID 2004 featured U.S. Northern Command

(USNORTHCOM) as the Host Combatant Com-
: mand. USNORTHCOM brought a Homeland

: Security/Homeland Defense (HLS/HLD) focus

: to the demonstration. This approach broke new
: ground beyond the traditional JWID coalition in-
. teroperability area, adding government inter-

: agency information sharing. USNORTHCOM,

. in a departure from previous JWIDs, invited

COALITION WARRIOR INTEROPERABILITY DEMONSTRATION

. Security, including first-time participation for

. the Federal Emergency Management Agency

. (FEMA), the Federal Bureau of Investigation

. (FBI), the U.S. Coast Guard, and the National

: Guard Bureau. Limited coalition participation

: between these organizations occurred as Can-
: ada’s Office of Critical Infrastructure Protection
: joined in the interoperability trials. This activ-

: ity offers significant potential for more extensive

23 U.S. demonstrations and 145 combined/coali-  cooperation between other coalition homeland

: tion demonstrations worldwide. Two Gold Nug-
. gets were fielded in 2001. In addition, a Distribut- :
. ed Collaborative Tool Set (DCTS, now Defense
. Collaboration Tool Suite) was refined and sub-

. sequently selected for worldwide fielding to the
¢ Unified Commands. DISA fielded the capability,
¢ within 72 hours, in support of the Office of the

: Secretary of Defense (OSD) requirements fol-

¢ lowing terrorist attacks of September 11th,

. security organizations and their U.S. counter-

: parts. USJFCOM filled an ancillary role, assist-
: ing with select fielding of technologies to com-
. batant commanders. JWID 2004 involved 25

: countries, military services, and government

: agencies participating in a scripted scenario

* over a global network.

USNORTHCOM was host Combatant Com-

: mand in 2005 as the demonstration moved for-
: ward with a name change. Now the Coalition

: Warrior Interoperability Demonstration (CWID),
: the shift from “Joint” to “Coalition” describes the
. larger community of participants, including na-

: tional and international government agencies.
 fielding of technology to full focus on coalition in- ﬁg%v(\)/sname was not the only change for CWID
: teroperability, led by U.S. Pacific Command (US- : ’
: PACOM), the host combatant command. The :
: demonstration included Pacific Rim nations in a
: mensional picture of the battlefield to a near real- : Pacific Theater Initiative (PTI), with Japan, South :
: Korea, Singapore, and Thailand participating

: while Malaysia and the Philippines observed op-
. erations. Coalition partners were integrated on

: the Multinational Task Force (MTF) and compo-
: nent staffs to maximize opportunities. The JWID
- CWAN continued use of CFBLNet architecture

: ] ? . and services established in past demonstrations.
: was operationally deployed to U.S. Atlantic Com- ! \j 5 Joint Forces Command (USJFCOM) fielded
: a JWID demonstrated language translation

: device.

USJFCOM formally assumed oversight for

: planning and execution of CWID 2005 from the

Joint Staff in July 2004. This involvement brings

: USJFCOM advocacy for U.S. combatant com-

: mand interoperability shortfall resolution to the

. forefront. USJFCOM'’s objectives include (1) to
: ensure CWID demonstrates relevant technolo-
. gies that address combatant commander’s ca-

. pability gaps, (2) to investigate military, coalition
: and interoperability solutions and (3) to identify
. technologies suitable for prototype initiatives.

CWID 2005 featured revitalization of the plan-

: ning and collaboration web site, including read-
. ily accessible general information. Online trial

. submission abbreviated initial proposal process-
. es for interested technology representatives.

. Additionally, CWID established a Concept of

: Operations (CONOPs) for all recurring aspects

: of planning and execution.

The CWID 2005 Execution results were note-

: worthy in that most ITs successfully achieved

: their stated objectives. More than 400 opera-

: tors from the military and supporting agencies,

: at multiple U.S. and coalition sites, executed the
: scenario events to evaluate and report on trial

. performance.

Fifteen trials were considered “success sto-

ries,” moving forward for continued develop-

: viding broad-base management support of JWID : ment. Seven ITs were selected for Service,

: activities. Four Coalition Interoperability Trials
: (CITs) with especially noteworthy performance
: were submitted to USJFCOM J861, for consider- :
: ation for limited fielding.

: Agency, or limited Combatant Commander field- :
: ing (including fielding in support of Hurricane :
: Katrina). Two ITs achieved milestones and con-

: tinue spiral development as Programs of Re-

: cord. One was selected for funding via a Con-

. gressional Plus-up for further research and de-

. velopment, and one was submitted as a Limit-

+ ed Acquisition Authority candidate. Four others

: were identified for agency fielding in

: some capacity.

U.S. European Command (USEUCOM) is

the host combatant command for 2006 through
: 2008. USNORTHCOM continues as the lead for
* HLS/HLD CWID operations.

. agencies within the Department of Homeland
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Abbreviations and Acronyms

Airspace Control Order

Allied Command Transformation
Asynchronous Transfer Mode

Air Tasking Order

... Assessment Working Group

Command and Control

Command and Control Information
Command and Control Information System
Command, Control, Communications

... Consultation, Command and Control
Command, Control, Communications, and Computers

Command, Control, Communications,
Computers and Intelligence

C4ISR........... Command, Control, Communications, Computers,
Intelligence, Surveillance and Reconnaissance

Common Access Card

Combined Air Operations Center

Chemical, Biological, Radiological, Nuclear
Combined Communications Control Center
Combined Communications-Electronics Board
Combined Federated Battle Laboratories Network
Computer Information Systems

Computer Network Defense

Combat Net Radios

... Communities of Interest

Communications Security

Concept of Operations

Common Operational Picture

Combatant Commands, Services, and Agencies
... Coalition Task Force

Coalition Wide Area Network

Coalition Warrior Interoperability Demonstration
CWID Joint Management Office

Defense Collaboration Tool Suite

... Department of Homeland Security

Defense Information Systems Agency

Defense Information Systems Network - Leading
Edge Services

Department of Defense

Defense Threat Reduction Agency
Federal Bureau of Investigation

... Federal Business Opportunities
Federal Emergency Management Agency
Global Broadcast System

Global Command and Control System
Global Information Grid

... Geographical Information System
Global Positioning System

Global War on Terrorism

High Frequency

Homeland Security/Homeland Defense
...Information Assurance
Integrated Command and Control

Interface Exchange Requirement

P, Internet Protocol

Initial Planning Conference

Internet Service Provider

Interoperability Trial

...JSIC Data Collection Analysis Tool

Joint Forces Headquarters

Joint Information Exchange Environment

Joint Interoperability Test Command

Joint Systems Integration Command

...Joint Warrior Interoperability Demonstration
Local Area Network

Land Command and Control Information System
Megabits per second

Maritime Command and Control Information System
Mine Countermeasures

... Multinational Information Sharing - Joint
Program Office (DISA)

Measures Of Performance

Master Scenario Events List

Message Text Format

Multinational Task Force

North Atlantic Treaty Organization

...NATO Consultation Control and Consultation Agency
NATO Network Enabled Capability
Non-Secure Internet Protocol Router Network
Non-Governmental Organization

NATO Response Force

...National Security Agency

Office of the Secretary of Defense

Over The Horizon

Public Asynchronous Transfer Mode

Personal Digital Assistant

... Public Key Infrastructure

Pacific Theater Initiative

Request for Information

Recognized Maritime Picture

Situational Awareness

... Systems Engineering and Integration Working Group
Senior Management Group

Scientific Programme of Work (NATO)
Secure Tactical Data Network

TBMCS......... Theatre Battle Management Core System

TCP v Transmission Control Protocol

VOIP....cocee Voice over Internet Protocol

VPN ... Virtual Private Network

WICAT .......... WISE Interoperability Collection and Management Tool
WiFi ... Wireless Fidelity

WISE ............ Web Information Services Environment

XML ..o Extensible Markup Language

GO TO CD HOME PAGE
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Provide the capability to share in-
formation across multiple networks

of potentially different security clas-
sifications and caveats.

OBJECTIVE 2

INTEGRATED INTELLIGENCE

Provide solutions that improve the
commander’s ability to share intel-
ligence information products (docu-
ments, images, databases, etc.) with
coalition partners, including joint and
coalition forces, government agen-
cies, Non-Government Organizations
(NGOs) and first responders.

OBJECTIVE 3

INTEGRATED OPERATIONS

Enhance the commander’s capabil-
ity to command, control and coordi-
nate across joint and coalition forces,
government agencies, NGOs, and
first responders.

OBJECTIVE 4

INTEGRATED LOGISTICS
Demonstrate the ability to access
and consolidate logistical informa-

tion across organizational boundar-

ies to provide the ability to assess and

display, in near real time, information
on the movement, location and sta-
tus of joint forces, military services,
interagency, coalition, NGO and first
responder equipment, supplies and
personnel en route, and/or deployed.

OBJECTIVE 5 -

INTEGRATED PLANNING

Provide solutions that improve the
combatant commander’s ability to
conduct collaborative planning with
coalition partners, including joint and
coalition forces, government agen-
cies, NGOs and first responders. Fo-
cus on enhanced collaboration and
engendering a ‘need to share’ vice a
‘need to know’ culture.

OBJECTIVE 6

INTEGRATED COMMUNICATIONS
Enhance coalition information

and knowledge sharing capabilities

among Allied, coalition partners, and

other bandwidth disadvantaged users,

focusing on a robust, joint and com-

bined, interoperable and multi-lingual

information sharing capability.

GO TO CD HOME PAGE
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